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JlaHHBIH JOKYMEHT OMUCHIBAET OOIIYIO MPOIeTypy OOHOBICHUSI BHYTPEHHETO MPOTPAMMHOTO
obecrieuenus (FW) momysnei Laurent-5 / Laurent-5G.

Mo okoHYaHUM Npoueaypbl OBHOBNEHNSI BCE HACTPOWMKM, BKIIOUYash CETEBLIE HACTPOMKH,
naponu, CAT cobbitns moryT 6yayT “cTepTbl” 1 yCTAHOB/EHbI B 3HAYEHMS MO YMOMYAHMUIO

’8 (3aBUCUT OT KOHKPETHbIX U3MEHEHMI B TON UK UHOW Bepcun FW).

Mo3TOMYy peKkoMeHAYeTCs nepes HayasnoM Npoueaypbl SKCNOPTUPOBATh TEKYLLME HAaCTPOMKM
moayns B cain (Mcnosib3ysi COOTBETCTBYOWYIO pyHKUMIO B WEB nHTepdelice) ans
nocneaytowero MMnopTa (BOCCTAaHOBEHUS! HACTPOEK).

CoxpaHeHune HACTPOeK nepex 0OHOBJIEHHEM “NPOIIUBKH”:

1. B WEB unTtepdeiice Moays, cieayer nepeitu B pasaen Munopm & Ixcnopm (naHHBIMA
(GYHKIIMOHAJ MMOICP)KUBACTCS HAYUHASL C BEpCUU “TipomuBku’ 514)

k.

UMnopt & 3xcnopTt

2. Jloxmarbcs OKOHUAHUS Tiepeaadn Beex mapamerpoB WEB u Haxath Ha KHOIIKY
“Oxcnopm”. Tlpu 3TOM Ha KOMITBIOTEP OYJET COXpaHEH TEKCTOBBIN (paiisl ¢ TeKyITUMU
HACTPOWKaMU MOAYJIS B Buze crucka Ke-xoman.




«— [[NaeHan naHenb

NMnopT M SKcnopT HacTpoek

l Bce HACTPOMKM W NapaMeTPsl MOAYMA MOXHO COXPAHWTE B $ain B BEMAE cnMcka Ke-KoMaHa W
] 3ETEM NPUMEHWTL (MMNOPTUPOBATL) Ha APYroi Moaynb.

SKCNOPT

COXpEHEHWME HACTPOEK B BMae cnucka Ke-womang & dahn. Coemectumocte: Opaysep Google Chrome. Jkcnopr
MOMHO COENaTE TONBKD TOMAE KOTAE BCE HAacTporkM ByayT nepesaHs 8 WEB-wHTepdeic M3 naMaTH Moayna.

JKcnopT

IIpouenypa 00HOBJIeHHUS] IPOIINBKH

1. OOHOBIIeHHE MPOU3BOANUTCS yAaleHHO 1o cetu Ethernet (ucmonssyercs mpotokon TFTP,
UDP nopt 69) ¢ momomuisto nporpammel-ytinutel KeLoader.exe mox OC Windows

2. Pexomenayercst Npou3BOAUTH OOHOBJICHHUE IPU MPSMOM COSAMHEHUH MOJIYJIb —
KOMIIBIOTEp (TOUKA-TOUKA)

3. He pexomenayercsi mpoBOAUTH OOHOBJICHHE, €CITH CETEBOM KaHAaJl CBSI3M HEHAICKHBIN
(yacThle pa3pbIBbl COEAUHEHUS, OOJBIINE 3a/1€P’KKH) — 3TO MOXKET MPUBECTU K COOI0
OOHOBJIEHUSI TPOLIMBKU U TIOTEPH CBSI3U C MOAYJIEM

4. TlepBbIM 1IAroM CiexyeT MOAKIIOYUTH MOAYJb K KOMIIBIOTEPY HAIIPSMYIO C TOMOUIBIO
BUTOM Iapbl

5. Hactpouts cereByto kapTy KommbioTepa (cM. pazaen “Hacmpotika cemegozo
coeduneHusa” B TEXHUYECKOM OMMCAaHUM Ha MOJyJIb) Ha ctatudeckuil |P agpec oTau4HbII

ot aapeca moayJs. IP axpec moaysst mo ymonuanuto — 192.168.0.101; macka noaceru —
255.255.255.0

Hacrpoiiku ceteBoii kapThl KoMibioTepa (OS Windows) Moriiu Obl BBITIISACTS,
HarpuMep, BOT TaK:



Ceoictea: Mpotokon MHTepHeta seponn 4 (TCP/IPw) @

Obwwe

MapameTpel IP MOFYT Ha3H3YaTECA aBTOMaTHYECKM, ECAHM CETh
NoAAEPHHEEET 3TY BOSMOMHOCTE. B NPOTUBHOM Cnyyae NapaMeTpel
IP MOMHO NONYYMTE ¥ CETEBOMD AAMWHWCTPETOPE.

() Dony4nTe IP-aapec SBTOMaTHYEOKN

(@ ¥nonezo0BaTe cneayowki IP-aqpec

[P-anpec: 192,168, 0 , 200
Macka nogceTH: 255,255,255 . 0

OCHOBHOIA WNHO3:

Nony4nte agpec DNS-cepeepa asToMaTHYECKM
(@ WMonesosaTe creaytowmke anpeca DNS-cepsepos:

MpeanoqrTaemsli DNS-cepeep:

ANETEPHETHEHBIM DNS-cepeep:

[CIMoaTEEPAWTE NEPEMETPLI NPH EbIX0AE

[ QK ][ OTMeHa ]

6. Ilogarh nmuTaHWe HA MOJYJIb

7. Brxmrounts Beiauy KE-coobmiennii (ecu ObLIH 3aKa3aHbl) U 3aKPBITh COSTUHEHHE C
TCP cepsepom (TCP nopt 2424 no yMoa4aHuio) MOy JIst

8. 3Bamycruts nporpammy KelLoader. B cayuae ucnonszosanus Windows 7/8/10 sozmoorcro
nompeoyemcsi 3anycKk NPULONCEHUs ¢ NPABAMU AOMUHUCIPAMOPA.

9. Vkasars IP agpec Moyt (o ymonuanuto 192.168.0.101) u maposp goctyna (mo
yMouyanuio, Laurent)

F |
il Keloader :: Laurent-5, La06 @
P | 192, 168.0. 101
MoaknoHKTE
Mapons |Laurent

| -
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10. Ecnu ceteBbie HacTpoiiku MoayIist ObuTi M3MeHeHb! (1P, mapons moctyma) — ciemyer
WCITOJIB30BaTh TEKYIIHE HACTPOUKHU Moayis (cMm. pasaen “Hactpoiiku™ 8 WEB
uHTepdeiice).

BezonactHocTb

HacTpokku cEAZaHHLIE C PEXMMAMK OOCTYNa K MOAYNHK M €0 33WMTE OT HECEHKUWOHWPOBaHHOMD HCNONb30BaHMA.

¥| Pexum "BesonacTHocTi” mogyns (komanga $KE,SEC).

Mapons Moayns MameHuTE

CeTeBhble HACTPOHRKKW MOoayNA

CETEBLIE HACTPOMKM MO4YNA, HoMeEpa TCP NOPTOS PEZNWYHEX WHTEpdERCoE.

MAC anpecc: 0.4.163.255.255.255

IP agpecc: WamenuTe
Macika noacetu: 255256 2550 Mamenuts
OCHOBHOM Wo3: 192.1658.0.1 Mamenuts

11. Haxats kHONIKY [Tookntouums B okHe iporpammbl Kel.oader

12. loxxpaTbes 3aBepleHHs poLeaypbl 00HOBIEHHS (00BIYHO OK0I0 15-20 cek)

F .
s Keloader = Laurent-5, La06 Iﬁ
P | 192, 168.0. 101
Mapons |Laurent
MoAKMKOUSEMCA K MOLYIKD... »

MoaknodeH e K Moaynio: OK
OfHapy#eH mogyne: Laurent-5
Bepova npowuekm: L505

SM: Y131k 7F3C-2D51-M313

UPD status: 1
Ha4uHaen NpoUect SarpyskM. ..
WaeT zarpyzka...

KernelChip 2020

13. He pa3pLIBa171Te CCTCBOC COCAMHCHUC HUJIU TTOJa1y IMUTAaHUS BO BPEMA OOHOBJICHHUS

14. Tlo okoHYaHWUH TIPOLIEYPHI OOHOBJICHHUS “TIPOIIUBKY’ MOSBUTCS COOTBETCTBYIOIIIEE
nH(pOpMaIMOHHOE COODIIEeHNE:



F 4
aa Keloader :: Laurent-5, Lal6 g

P | 192,168.0.101
MoaKNCYMTE

Mapons I Laurent

OfBHapyxeH mogyne: Laurent-5 u
Bepoia npowmnekK: LS50S
SM: ¥181-K75C-2D51-M318

UPD status: 1

HaquHaeM Npouecc 3arpysKu., ..
HaeT sarpyska...

3arpysquK sasepwwn paboTy,
MpoBEpKa HOBOIA MPOLUKMBKHK. .,
MoAgKNKIYEEMCA K MOAYIKD. ..
MoarnoseHe K mogyn: Ok
DfHapyxeH mogyne: Laurent-5
Bepoia npowwvskk: Lads

SM: ¥ 181478C-2051-M513

QBHOBNEHWE YCMELWHD 33BEPLUEHD,
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[ Info g

i e
OBHoBNEHWE YCNELWHD 33BEPLUEHD,

- -

15. Tlpouenypy OOHOBIIEHUS HA ’TOM MOYHO CUATATh 3aKOHYCHHOM

16. IIpoBeputh Tekymryro Bepcuto FW moxHO B pasnene “Uudopmanus o moayne” B WEB
uHTepdeiice:

WHdopmaums o moayne

08Wwas cucTeMHan MHGOPMaUMA o MOAYNE: BEPCUA BHYTPEHHErD NPOrPaMMHOrD obeCneusHus,
CEpMAHBIN HoMep, MAC agpec.

Twn «ogynAa
Laurent-5

CepHiHBIN HoMED

¥181-K78C-2D51-M&18

EEPEHH npgrpaMMHOro oSecneseHus

MAC anpec
0.4.163.0.0.185



BoccTaHoB/IeHHe HCXOIHBIX HACTPOEK IOCJe 00HOBJICHUS “IIPOIIUBKHA”:

1. B WEB unrepdeiice moays, 3aiitu B pazaen Amnopm & Sxcnopm

2. B non-paznene UMIIOPT BoiOpaTh paHee cOXpaHEHHBIH (aiisl ¢ HacTpoKaMu 1
3arpy3uTh €ro

3. Haxarp Ha kHOTIKY “IIpumenums Hacmpouxu”

WMIMOPT

UTEHWE HACTPOEK B BMAE CNMCKA Ke-xoMana vz dalina v oTnpaeka Ha Mogyne. CoeMecTuMocTe: Dpaysep Google
Chrome.

Choose File | Settings (1).txt

Cnucok Ke-kxomMana (HacTporkd) KoTopeie OyayT NpMMEHEHE! ANA AGHHOMD MOgyna,

$KE,IP,SET,192.168.0.181
$KE,M5K,SET, 255.255.255.8
$KE,GTW,SET,192.168.8.1
$KE,NBN,SET, Laurent-5
$KE,PSW,NEW, Laurent
$KE,SEC,SET,ON
$KE,DZG,SET,L,1,4
$KE,DZG,SET,L,2,4
$KE,DZG,SET,L,3,4
$KE,DZG,SET,L,4,4
$KE,DZG,SET,L,5,4
$KE,DZG,SET,L,6,4
$KE,DZG,5ET,I,1,4
$KE,DZG,5ET,I,2,4
$KE,DZG,SET,I,3,4
$KE,DZG,SET,I,4,4
$KE,DZG,SET,I,5,4
$KE,DZG,SET,I,6,4
$KE,DZG,SET,I,7,4
$KE,DZG,5ET,I,58,4

Bcero komang: 170

Crartyc: WMpoert zarpyska...

OTnpaeneHo: 89

Owmnbrm: a

$KE,IP,5ET,192.168.0.101 #IPSET, 0K
SKE,M5K,5ET,255.255.255.0 #MSK,SET, 0K
SKE,GTW,5ET,192.168.0.1 #GTW,SET, QK

$KE,NBN,SET,Laurent-5 #MNBN,SET,OK
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