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1. Ha3Ha4yeHue

MpombiwneHHble ynpaBnsemble L2+ kommyTatopsl Gigabit Ethernet
SW-70802/IL n SW-70804/IL Ha 10 m 12 noOpTOB COOTBETCTBEHHO
npegHasHadeHbl Ans obbeguHeHUs CeTeBbIX YCTPOWCTB B Mpedenax ogHOro
WM HECKONbKMX Y3rOoB KOMMblOTEPHOW ceTn.  KommyTaTopbl CMOCOGHBI
pabotaTb B YCIOBMSIX WCMOMb30BaHUSI B MPOMBILIMEHHBIX HEOTansMBaeMbIxX
NMOMELLEHUSIX.

KomMmmyTaTopbl OCHaLleHbl 8 OCHOBHbIMW MeaHbIMU nopTamu Gigabit
Ethernet (10/100/1000Base-T), a Takke SFP cnotamum pana c¢Basn C
NMOMOLLbK ONTOBOMOKOHHOMO Kabens:

— 2m4a Gigabit Ethernet (1000Base-X) SFP crnotamn — gna mopgenu SW-
70802/IL;
— 4msa Gigabit Ethernet (1000Base-X) SFP cnotamn — gna mogenun SW-
70804/IL;

B kauyectBe SFP-mogynen (npuobpetatoTcs) pekomeHgyeTcs
ncnonb3oBaTb MOOYNU C NOAXOAALMMK CKOPOCTHBIMWU XapaKTepUcTukammn —
1 I'bwur/c.

KommyTtatopel SW-70802/IL u  SW-70804/IL  nogaepxuBatoT
aBTomaTuyeckoe onpegenedne MDI/MDIX (Auto Negotiation) Ha Bcex
MeHbIX nopTax.

KommyTaTtopbl pacno3HalT TWUM  MOAKMIOYEHHONO CETEeBOro
YyCTPOMCTBA U NPU HEOBXOAMMOCTN MEHSAIT KOHTaKTbl mepedayn AaHHbIX,
YTO NO3BOMSET MUCMnonb3oBaTb kabenu, obxatble nbbIM cnocobom
(kpoccoBble 1 NpsiMble).

KommyTtatopbl  rmbko HacTpauBatoTcs vepe3d WEB-uHTepderic u
UMEIT MHOXeCTBO yHKUMA L2+ ypoBHSA, Takux kak VLAN, IGMP snooping,
QoS wn gp.

Kpome Toro, B KOMmyTaTopax npegycmoTtpeH nopt RJ-45 (Console)
Ansa ynpaeneHus Yepes uHtepdenc RS-232.

KommyTatopbl SW-70802/IL u1 SW-70804/IL moryT ObITb C yCnexom
MCnonb3oBaHbl B CaMblX pa3nuyHbIX cdepax npumeHeHus. B nepeyto
ovepedb, KOMMYTaTOpbl Kak Henb3s nydlwe MnogowayT Ans opraHvM3auum
CUCTEMbI BUAEOHAOMIOAEHNS C BO3MOXHOCTLIO ANArHOCTUKM M MOHUTOPUHIA B
TOProBOM LiEHTPE, Ha NPeanpusaTUM, Ha NPOU3BOACTBE.
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2. Komnnektauua*

[MpOMbILLINEHHBIN KOMMYyTaTop — 1 LWT;
KpenneHne Ha DIN-penky — 1wT;
KnemmHasa konogka — 1wwT;
PykoBoacTBo no akcnnyaTaumm — 1wr.

3. OcobeHHOCTU OOOpPyAOBaHUA

YBenuueHHoe konnyectso SFP cnotoB (4 wT) ana SW-70804/IL;
MpombiwneHHoe ncnonHeHme ¢ kpenneHnem Ha DIN penky n
pacLUMPEHHBIM AMana3oHoM paboymx TemnepaTyp;
Bo3moxXHOCTb paboThl B CETU C TOMOSOrMEN «KOMbLOY;

MmbkocTb HacTpownkn Yyepe3s WEB, nogaepxka dyHkumin L2+,

NpoCTOTa N HAAEeXHOCTb B 3KCnnyaTaunin.

4. BHelHWW BUA U ONUCaAHME 3NIeMEHTOB

4.1 BHelwwHX BUA
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Puc.1 Kommytatopel SW-70802/IL, SW-70804/IL, BHeLLUHUA BUA



4.2 OnncaHue 3NeMeHTOB KOMMYTaTOpPOB

OSNOVO

cable transmission

swr1 | Console

12 3 4 5 8 9 10

Puc. 3 Kommytatop SW-70802/IL, pasbembl U UHOAMKATOPLI HA NepeaHen
naHenu

OSNOVO 2 3 1MF 12F

cable transmission

pwri| Console

12 3 4 5 8 9 10

Puc. 4 KommyTtaTtop SW-70804/IL, pasbeMbl 1 MHONKATOPLI Ha NepeaHen
naHenu



Tab. 1 HasHauyeHne pasbeMoB N MHOMKATOPOB Ha NepenHen naHenm
kommyTaTopoB SW-70802/IL n SW-70804/IL

Ne
n/n

O6o3Ha4yeHne

HasHauyeHne

PWR 1

LED vHamkaTop NOAKIYEHUS OCHOBHOroO broka
nUTaHus.

[oput — Bl nogkntoyeH, NnuTaHue nogaeTcs.
He roput — nutaHme He nopaeTtcs. [poBepbTe
noakntoyeHne bl k kneMMHoNl konoake
KoMmyTaTopa.

LED nHgmkaTop Nogknto4eHnst pe3epBHOro 6roka
NMNTaHUA.

Coput — Bl noagkntoyeH, NMTaHue nogaeTcs.
He roput — nutaHue He nogaetcs. NposepbTe
noakntoyeHne bl k kneMMHOI kKonoake
KoMmyTaTopa.

SYS

LED vHamkaTop OLKnOKN.

Muraet — kommyTaTop PYHKLUNOHUPYET B LUTATHOM
pexume;

He roput — owmbka. MNMpoBepbTe nogknoveHune br1.

Console

Pasbem RJ-45 ona nogknioveHns kommyTtaTopa
yepes3 RS 232.

Vicnonb3yeTcst Ang 3arpy3ku NpoLUUBKMY B
KOMMYTaToOp aBapunHbIM CNocobom

Reset

MukpokHonka ansi cépoca kommyTaTopa Ao
3aBOACKMX HACTPOEK.

100M

LED wnHaukaTop ckopoctu 100M6unT/c

CopuT — NoaKIo4EeHO YCTPOMUCTBO Ha CKOPOCTU
100Mb6uT/c

He roput — nogkmnto4eHo YCTPOMCTBO Ha CKOPOCTH
1000M6UT/C MNn yCTPONCTBO HE MOAKIOYEHO

1000M

LED vHaukaTop ckopoctn 1000M6ut/c

CopuT — NoAKMYEHO YCTPOMCTBO Ha CKOPOCTU
1000M6uT/c

He roput — nogknto4eHo yCTPONCTBO Ha CKOPOCTH
100M6uT/C N1 yCTPONCTBO HE NOAKMHYEHO




Ne
n/n

O6o3Ha4yeHne

HasHaueHne

1-8

Pasbembl RJ-45 ¢ 1 no 8n ansa nogknoYeHnsa ans
NOAKMIOYEHUS CETEBbIX YCTPOWCTB Ha CKOPOCTU
10/100/1000 Mo6wuT/c

Ons SW-70802/IL
LED vHgukaTop nogknioyeHnsa Kk SFP cnotam

Coput/muraet ' coefHeH1Ee yCTaHOBIEHO, naeT
obmeH gaHHbIx (SFP cnot 9F)

Fogm/mmraeTA coeuHeHue yCTaHOoBIeHO, naet
nepegava gaHHbix (SFP cnot 10F)

Ons SW-70804/IL
LED vHgukaTop nogknioyeHnsa Kk SFP cnotam

Fogm/mmraeTvcoe,uMHeHme YCTaHOBIIEHO, naeTt
obmeH gaHHbix (SFP cnotbl 9F 11F)
Fogm/mmraeTA coeuHeHue yCTaHOoBIEeHO, naet
nepegava gaHHbix (SFP cnotbl 10F 12F)

10

9F 10F

Ona SW-70802/IL

SFP cnoTbl (2 wr)

MpenHasHaveHbl ANa NOAKMHYEHUS KOMMYTaTopa K
CeTW Unu gpyromy yCTpOMCTBY NO
ONTOBONOKOHHOMY Kabento (SFP) ¢
ucnonb3oBaHnem SFP mogynen (npnobpeTatoTcs
oTaenbHo). Ckopoctb — 1000MbuT/C.

9F 10F
11F 12F

Onsa SW-70804/IL
SFP cnotbl (4 wT)

lMpegHasHaveHbl ANS NOAKTHYEHNS KOMMYTaTopa K
CETU UNn APYromy YCTPOUCTBY NO
ONTOBOSIOKOHHOMY Kabento (SFP) ¢
ucnonb3oBaHvem SFP mogynen (npuobpeTatoTcs
oTaeneHo). Ckopoctb — 1000M6uT/C.




DC: 12-55V

12 34 5
Puc. 5 KommyTatopbl SW-70802/IL, SW-70804/IL, pasbembl Ha 60KkoBOM
naHenu

Tab. 2 HazHaueHne pasbemoB Ha 60kOBOM NaHenn koMMyTaTopoB SW-
70802/IL n SW-70804/IL

Ne

a/n O6o3Ha4yeHune HasHaueHune

YacTb KneMMHOM KONOoAKWN Anst NOAKIoYeHns
1 + KOHTaKTa «+» OCHOBHOro 6roka nutaHus® c
HanpskeHnem DC 12-55V

YacTb KIeMMHOM KONoakun AN noakto4YeHus
2 - KOHTaKTa «-» OCHOBHOIo 6noka nutaHusa™ c
HanpsbkeHnem DC 12-55V

YacTb KNeMMHOWN KONOAKW AN NOAKIH0YEHUS
3 + KOHTaKTa «+» OCHOBHOro 6rio0ka nuTaHusa* ¢
HanpsbkeHnem DC 12-55V

YacTb KIeMMHOM KONoaKkn AN NoaKto4YeHus
4 - KOHTaKTa «-» pe3epBHOro 61oka nuTaHust* ¢
HanpsbkeHnem DC 12-55V

BuHTOBas knemma Ans 3a3emreHust kopnyca
KomMMmyTaTopa.

5

*Bnok nnTaHnsa He BXOAMT B KOMMMEKT MNOCTaBKM. I'Ipmo6peTaeTc;| OoTAEeNIbHO.
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SW-70804/IL

ONTOBONOKOHHBI
kabenb

ONTOBONOKOHHBI

5. Cxema nogknroyeHus

SW-70804/IL

SW-70804/IL

ONTOBOMOKOHHbIM ONTOBOMOKOHHbIA

Z
K cnepyiowemy
KOMMyTaTopy

kabenb Kabens kabens
< J » —

! £
m r KopHegoii kommyTaTop
3 9 30 Q B CepBepHoi
Egd i

Kamepa kamepa No8
IP xamep

IP kamep

Puc.6 Tunosas cxema nogknio4eHns KOMMyTaTopa Ha npumepe

YaaneHHsblit ocbuc

SW-70804/IL

YnaneHHslii oguc

\ L/

(===

|

\ L

===

o 8 noakniodeHuit

@
o)
®
(&)

8G1ed

8 1%
y -3 oo (s
] g
P
Kamepa fo8
IP kamep

3 "
X KopHeBoit kommyTaTtop

SW-70804/1L B:CepaepHOn

Tononorusa Konbuo

SW-70804/IL

SW-70804/IL |§

Fiber
3 g
P P
Kamepa Kamepa fo8 Kamepa
IP kamep

Puc.7 TunoBas cxema noaknto4eHns KOMMYTaTopa B TONOJIOT'NMN «KOJTbLLO»

Ha npumepe SW-70804/IL

11



6. MNMpoBepka paboTOCNOCOOHOCTN CUCTEMDI

MNocne nogkntoyeHus kabenen K pasbémMam M MNogaun NUTAHUA Ha

KOMMYTaTOp MOXHO y6eamTbCcsi B ero paboTocnocoGHOCTH.
Mogkniounte KommyTatop Mexay aAByms [K ¢ M3BECTHbIMU

IP-

agpecamu, pacnonaratlowmMmnca B ogHOW NoAceTn, Hanpumep, 192.168.1.1 u

192.168.1.2.

Ha nepBom komnbtoTepe (192.168.1.2) 3anycTute KOMaHOHYK CTPOKY

(BbInONHMTE KOMaHAy cmd) 1 B NOSIBMBLUEMCS OKHE BBEAUTE KOMaHay:
ping 192.168.1.1

Ecnn Bce noaknoyeHO NpaBurbHO, Ha 3KpaHe MoHMTOpa oTobpasnTca OoTBeT
OoT BTOporo komnbtoTepa (Puc. 8) 3T1o cBuaeTenscTByeT 06 MCNpaBHOCTU

KoMMyTaTopa.

C:\>ping 192.168.1.1
Pinging 192.168.1.1 with 32 hytes of data:

TTL=255
s TTL=255

L <@z loss),
Approxinate round tr 1» times in ~seconds:
Minimum = Ons, Maxinum = . fAverage = Ons

Puc.8 JaHHble, oTOOpaxatLlmecs Ha SKkpaHe MOHUTOpa, nocne
ncnonb3oBaHnsa KoMaHgel Ping.

Ecnu otBeT ping He nony4yeH («Bpems 3anpoca UCTEKNo»), TO

crnepyeT NPOBEPUTbL COeAMHUTENbHbIN kKabenb n IP-agpeca KOMMNLITEPOB.

Ecnn He Bce nakeTbl Obinn NPUHATBLI, 3TO MOXET CBUOETENIbCTBOBATb:
- O HU3KOM KadecTBe Kabens;

- O HencnpaBHOCTU KOMMYyTaTOpa,

- O Nomexax B JIMHUN.

MpumeyaHue:

MprynHBI NOTEPU B ONTUYECKON JIMHUN MOTYT ObIThb Bbi3BaHbI:
- HeucnpasHocTblo SFP-mogynen

- nsrmbamm kabens

- 6ONbLUMM KONIMYECTBOM Y3110B CBapKu

- HENCMNPAaBHOCTbIO UM HEOAHOPOLAHOCTbLIO OMTOBOJIOKHA.
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7. MogroToBka nepea ynpaBrieHMeM KOMMYTaTOPOM 4Yepe3s

Web-nHTepdenc nossonsiet

WEB-uHTepdenc**

rmoko HacTpamBatb W OTClEXUBaTb

COCTOsIHME KOMMYyTaTopa, ucronb3ysi 6paysep (Google Chrome, Opera, IE 1 10)

13 NoGON TOYKN B CETM.
Mpexpge, YeM MPUCTYNUTb K HAcTpolke koMmyTaTopa 4epe3 Web-

uHTepdeic, Heobxoanmo ybeautbest, uto Baw MK 1 kommyTaTtop HaxoaaTcs B
ogHon ceTn. YTobbl nmpaBunbHO ckoHdurypuposaTtb Baw [1K wncnonb3ynte
CrneayoLLy0 NOLIAroByt UHCTPYKLLMIO:

1.

0Bwme |

MapameTpel IP MOMYT HA3HAYATLCA ABTOMATHYECKH, BCIH CETh
NoAAePXUBAET 3TY BOZMOXKHOCTL. B NpoTHEHOM Chyuae napameTpel IP
MOXKHO NOMYUMTE Y CETEBOT0 aAMUHHCTPATOpS.

(™ MonyunTs IP-aapec aBTOMATHUECKA
—(® Wcnonb3oBaTh cnenyowmii P-anpec:

IP-agpec: 192 .168 . 2 . 10

Macka nogceTh: 255.255.255. 0
OCHOBHOH WA03: . . .

(" Monyunts 2apet DRS-CenBena SETOMaTH B

—(® |icnons3oBatk cieayiowme agpeca DNS-cepeepos:

MpeanounTaemslii DNS-cepsep: . . .

ANbTepHaTHEHBI DNS-cepsep: . . .
[~ NMoaTeepanTs NapameTphl Npi BbXode [ononHHTENsHo...

0K OTMeHa

Y6eautech, 4To ceTeBas kapTta B Bawem [1K yctaHoBneHa, paboTtaeT u
nopaepxmeaeTt TCP/IP npoTokorn.

Mogkntounte mexay cobor kommytatop M Baw [1K, ncnonb3ys naty-

Mo ymonuanuio IP-agpec kommyTaTtopa: 192.168.2.1. KommytaTtop u
Baw [MK pgorkHbl HaxoauTbCca B ogHoln nogcetun. Namenute IP agpec
Bawero K Ha 192.168.2.X, roe X-uucno ot 2 oo 254. MNoxanyncra,
ybeoutecb, uto IP-agpec, koTopbii Bbl HasHavaeTe Bawewmy [K, He
cosnagan c IP-agpecom KommyTtaTopa.
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4. 3anyctute Web-6paysep (IE, Firefox, Chrome) Ha Bawwem MK

5. BeeguTte B agpecHyto cTpoky 192.168.2.1 (IP-agpec kommyTaTopa) u
HaxxmuTe Enter Ha krasmartype.

6. [losasutca oopma ayTeHTUmKaumn. Mo ymonyaHuio

Windows Security e i X

The server 192.168.2.1 is asking for your user name and password. The
server reports that it is from 24GF-4G.

Warning: Your user name and password will be sent using basic
authentication on a connection that isn't secure.

|p5€f name I

|Pas:-wcrd I

[7] Remember my credentials

[ (0] ][ Cancel ]

norvH: admin

napone: system

B panbHenwem naponb M JIOTMH MOXHO MOMeHsiTb 4depe3 WEB
uHTepdenc kommyTaTopa.

7. Tlocne KOPPEeKTHOro BBOAA WMEHW Monb3oBaTtens (ForMH) 1 napons
nosiBnTcH rnasHoe okHo WEB mHTepderica kommyTaTopa

14



8. YnpaBneHue yepe3 WEB uHTepdcenc.

8.1 OcHOBHbIe cBegeHus

WEB uHTepdeliic kommyTaTopa NpeacTaBieH Ha PUCYHKE HKE:

»information & Status
»Network Admin
»Port Configure

»POE

»Advanced Configure
» Security Configure
»QoS Configure
»Diagnostics
»Maintenance

BusyanbHo WEB uHTepdenc coctont u3 3 yacTem:

| Refresh

N w.
28 Consoe Reset|
Port Configuration
Port | Link | Speed Flow Control [ Maximum | Excessive
Current red | Current Rx | Current Tx | Configured | Frame Size | Collision Mode
. o v 0l 9600 [ V|
1 @ Down Auto v X X 9600 [Discard v|
2 @ Oown Auto v X B 9600 [Discard V|
3 @ Down Auto v X 7] 9600 [Discard v|
4 @ Down Auto v X ] 9600 [Discard V|
5 @ Down Auto v X 3 5 9600 [Discard v|
3 1Gdx Auto v X X 9600 [Discard v
7 @ Down Auto v X X 9600 [Discard V|
8 @ Down Auto v X X O 9600] [Discard V|
3 @ Down Auto v X = 9600
10 @ Down Auto v X X ]
11 @ Down Auto v X X
12 @ Down Auto v X X ]

YacTte 1* | MHamkaTopbl NnopToB, BKMtoYas POE crtaTtyc un ctaTyc coeanHeHus.
(Part 1) Bbi6op s3bika. [JlOKyMEHT CripaBKu.

YacTtb 2 | OcHoBHOW nHTepdeiic, rae 4OCTYNHbI HACTPOWKM M oTObpaxaeTcs
(Part 2) | cTaTMcTuka No TeM UK MHBbIM NapameTpam.

Uacts 3 maBHoe meHo WEB nHtepdeiica. CogepXxut nepeyveHb

(Part 3) OOCTYMHbIX HACTPOEK, PEXMMOB, MHCTPYMEHTOB A1 MOHUTOPUHIa

CeTHn, a TaKkKe NHCTPYMEHTOB O114 06CJ'Iy)KVIBaHI/|FI KOMMYyTartopa.

* WEB wuHTepgenc otobpaxaeT cxemMy BCEX MNOpPTOB KOMMYyTaTopa.
PasnuuyHble LBeTa Ha cxemMe 03Ha4yalT, YTO MOPT/MOPThl HAXOOATCA B TOM
WS MIHOM COCTOSIHUM.

CkopocTb nopta 100M6uTt/c

CkopocTb nopta 1000 M6wuTt/c . HeT coeguHeHns
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8.2 NmaBHoOe meHI0 WEB uHTepdenca

C nomowbio BCTpoeHHoro B kommytatop WEB uHTepdpelica Bbl
MOXeTe TMBKO HacTpauBaTb CUCTEMHblE MapameTpbl, CKOPOCTb MOPTOB,
OTCNeXnBaTb COCTOSHME CETU U MHOroe apyroe.

Bce MHCTpYMEHTbI M HAcTponkn cobpaHbl B rpynnbl U NOArPynnbl.
OcHoBHbIX rpynn 8:

Information&Status (O6wasa wuHpopmauuss M cratyc) — Monb3oBaTenu
MOryT NMPOBEPUTL OOLLY MHOPMaLUUIO O KOMMYTaTope, CTaTyc, Kak A0S0
KOMMYTaTOp HaXoAMTCS BKMHOYEHHBIM U TA,.

Network Admin (HacTporika ceTeBbix napameTpoB U agMUHUCTPUPOBAHME)
— Nnornb3oBaTenv MoryT NpoBEPUTbL N HACTPOUTL NapameTpbl, OTHOCALLMECH K
CeTu B JaHHOM NyHKTe rnasHoro meHo WEB uHTepderica kommyTatopa.

Port  Configure (KoHdwurypypoBaHne nopToB  KoMmyTtatopa) —
nonb3oBaTeny MOryT MPOBEPUTb M HACTPOUTb OMpederieHHble napameTpbl
NnopToB B AaHHOM MyHKTe rnasHoro meHto WEB mnHTepdernca kommyTtaTopa.

Advanced Configure (PaclwumpeHHble HacTpOWKu) — MOnb3oBaTenM MOryT
nNpPoBepUTb N HacTpouTb L2 n L2+ dyHKLMM KOMMYTaTopa B 4aHHOM MYHKTE
rnasHoro MmeHto WEB uHTepdenca.

Security Configure (Hactpoiikm 6e3onacHOCTM) — Monb3oBaTeNV MOryT
NpoOBEPUTb U HACTPOUTb MapamMeTpbl ©e3onacHOCTU Ans KoMmyTaTopa B
[aHHOM NyHKTe rnasHoro MmeHo WEB nHTepgeinca.

QoS (YnpaBneHue ouyepeadamu) — mnonb3oBaTtenn MOryT nNPoBepUTb U
HacTpouTb NapameTpbl pexuma ynpasneHus odepeasmm QOS B AaHHOM
nyHKTe rmaBHoro meHio WEB nHTepdeiica.

Diagnostics (MHCTpyMeHTbl ANs AWMarHOCTUKM) — MOMfb30BaTenu MOoryT
BOCMONb30BaTbLCA  MHCTPYMEHTaMu And  auvarHoctukm  cetn  (Ping),
anarHocTukn kabens, a Takke npoBepuTb 3arpysky CPU kommyTtaTtopa B
JaHHOM NyHKTe rnasHoro meHio WEB nHTepdenca.

Maintenance (O6cnyxuBaHue) — nonb3oBaTeNM MOryT BOCMOSIb30BATLCS
WHCTPyYMEeHTaMM obcnyxuBaHus koMmyTaTopa (CcOpoc K 3aBOACKAM
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HacTpowkaMm, OGHOBMNEHWe MPOLUMBKK, 3arpy3ka W COXpaHeHue TeKyLlen
KOHGUrypaumm, nepesarpy3ka KOMMmyTatopa) B AaHHOM MNYHKTE [MaBHOro
meHo WEB nHTepdeiica.

8.3 Network Admin (HacTpomnka ceTeBbiX napaMmeTpoB U

aAMUHUCTPUPOBaHMeE)

8.3.1 IP Configuration (HacTtpowmka IP agpeca)

lNpumeyvaHrue: IP adpec kommymamopa no ymosndaHuro 192.168.2.1 Macka
nodcemu no ymondaruro 255.255.255.0(24)

Bbibepute nogpasgen rnaBHoro meHio WEB wuHTepdelica kommyTaTtopa:
Network Admin > IP

Yinformation & Status

IP Configuration
¥ Network Admin
::NTF' IP Interfaces
o IPv4 DHCP 1Pv4
)p:c':‘:;n Delete | VLAN | ¢ rabie [ Faiiback | CurrentLease | Address | MaskLength
O 1 ] 192. 168. 2. 1 24
»PoE
¥ Advariced ConBiours [ dd Interface
¥ Security Configure @
Port Name | OtobGpaxaeT cucteMHoe umsi nopTta
VLAN VLAN ang gocrtyna K ynpasneHno KOMMYTaTopoMm
- Ecnu BkntoveHo, 3To 03HavaeT, 4Tto nopt VLAN 3anyckaeT
IPv4 DHCP knueHT, 4ytobbl AHaMmnyecku nony4vatb IPv4
agpeca kommyTaTopa. B npotnBHoM cnyvae oH Oyaet
ncnonb3oBaTb cTaTuyeckui IP agpec.

IPv4 DHCP | _ Otkar (B cekyHaax) o3Ha4vaeT BpeMs OXuaaHusa Ans
KOMMyTaTopa And nonyyeHusa guHamudeckoro |IP agpeca c
nomoubto DHCP. 3HaueHne 0 — oTMeHSAET BpeMsi OXXNaaHus.
- Tekywasi apeHga, none otobpaxaeT Tekywun IP agpec,
nonyveHHbin ot DHCP
- Agpec: ctatuyeckun IP agpec, BBeAeHHbIN
nonb3oBaTenem.

IPv4
- nuHa macku: ctatnyeckas IPv4 macka onsa noacetu,
BBeJEHHas Nosib3oBaTenem.
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Haxxmute Add Interface, 4tobbl 3agaTb HoBble HacTponkn ansa VLAN
n IP agpeca. HaxmuTte Save, 4Tobbl COXpaHUTb HACTPOWKM.

lpumeyvarue: [na ynpasneHus KOMMYmamopoM UCMOMb3yemcs
VLANT o ymondyaHurw. Ecnu nonb3oeamesnto Heobxoduma Opyzaas VLAN,
Ons ynpaesieHusi KOMMymamopoM, roxasnylucma 0obassme VLAN 8
coomeemcmeyrouiem meHio WEB uHmepdgpelica, a makxe 0obasbme riopm
8 amy VLAN.

8.3.2 SNTP Configuration (Hactpoinka npoTtokona BpemeHu SNTP)

SNTP 310 akpoHum ot Simple Network Time Protocol — npoTtokon
CUHXpOHM3aLmMM 4YacoB C Hactporkamu [1K. Bbl moxeTe BbibpaTb
onpegeneHHbin SNTP cepeep 1 HacTpoute GMT BpEMEHHYIO 30HY.

Bbibepute nogpasgen rmasHoro meHto WEB nHTepdenca kommyTtaTtopa:
Network Admin > SNTP

12 i .
e SNTP Configuration
| ¥ Network Admin ‘
=P Mode Enabled >
= SNTP Server Address
»SNMP

*SysLog [Reset |

Haxmute Ha BbinagatoLiee MeHto, YTobbl BeiGpaTh Enabled
unu Disabled

Enabled (Bkn) — BkntovaeT pexum SNTP. B gaHHOM
Mode PEXUME areHT oTnpasnseT u npuHumaet SNTP
COO06LLEHNSA MeXay KIMeHTaMn U cepBepoM, KOraa OHu
HaxogATcsa He B OOHOM NoAceTU.

Disabled (Bbikn) — oTkntovaeT pexum SNTP.

Mocne BBoga IP agpeca SNTP cepeepa, SNTP

SNTP Server
nHdopmaums bygeT nonyyeHa ¢ 3TOro cepeepa.

Haxmute Save, 4To6bl COXpaHUTbL HAaCTPOWKM.
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8.3.3 SNMP Configuration (Hactponka npotokona ynpaBneHua SNMP)

Simple Network Management Protocol (SNMP) aTo npoTokon
MPUKNagHOro YPOBHS, KOTOpbIN obnervaet obmeH wuHdopmaumen
ynpaenexuss mexay ceteBbiMu ycTporictBamn. SNMP nossonsieT ceTeBbiM
agMuHUCTpaTopaM ynpasnsATb NPOM3BOAUTENBbHOCTLIO CETU, HaxoauTb W
pewaTb NpobrnemMsbl C CeTblo, NNaHMPOBaTh pacLUMpeHne CeTu.

KommyTtatop nogaepxusaetr SNMPv1, v2c. PasnuyHble Bepcuum
SNMP obecneunBaloT pasHbli ypoBeHb Oe3onacHoCTU Ans ynpaBreHus
CTaHUMAMM 1 CeTeBbIMU YCTPONCTBaAMM.

B SNMP v1 u v2c pans ayTeHTMdMKauum nonb3oBaTtenen
ucnonb3yetrca «Community String». ®DyHKUMOHAN 3TOW CTPOKM CXOX C
dyHKUMoHanoM napons. lNMpunoxexnne SNMP yganeHHOro nonb3oBaTtens u
SNMP kommyTaTtopa [OOSKHbI WUCMOMb30oBaTb OOHO W TOXEe 3Ha4yeHue
Community String. MNakeTel SNMP oT ntobbix HeaBTOPU3OBaHHbLIX CanTOB
OyayT urHopmpoBaTbCs (OTOpackiBaTbLCH).

Community String no ymonyaHuo AnNg KoMMmyTatopa wumeeTt
3HaveHue:

1. public — nosBonseT ayTeHTUdMKaUMIO CTaHLMKN ynpaBneHns ang

yTeHust MIB o6BbEKTOB.

2. private — nossonseT ayTeHTUuKaumio CTaHuMM YynpasrieHus

ONs YTeHus, 3annucu n nameHeHmnsa MIB o6bEKTOB.
Trap

VMcnonb3yeTcs areHToM ANs acMHXPOHHOro uHgopmunposaHus NMS
(cTaHuus ynpaBneHust) 0 KakoM-nnbo cobbITKM. ATU cobbITUA MOryT ObITb
O4YeHb Cepbe3HbIMU, TaKMMK, Kak nepesarpyska (KTo-TO Cny4arHO BbIKNHOYM
KOMMyTaTtop), unu npocTo, obuwasi MHdopmauusi, Takad Kak W3MEHEHUe
crtatyca nopta. Kkommytatop cosgaeTt uHgopmauuio o nosylike (Trap), a
3aTeM OTMnpaBnseT ee nony4yaTento MM agMUHUCTpPaTopy ceTu. TunmyHas
nosylwka BkMYaeT B ceba uHdopmaumio O owmnbkax ayTeHTuduKauuw,
CETEBbIX U3MEHEHUSIX.

MIB

OTO  Kkomnekuust  ynpaBnsieMbix OOBEKTOB, Haxodsawuxca B
BUPTyanbHOM  XpaHunuuwe  uHdopMaumm.  Konnekuun  CBSA3aHHbIX
ynpaBnsiemMmbix OOBLEKTOB onpedeneHbl B onpegeneHHbix mogynsax MIB.
KommyTaTop ucnonb3yeT cTaHAapTHLIN MOAYMb yrpaBneHus nHopmauunen
MIB-Il. Takum obpasom, 3HavyeHue obbekta MIB mMoxeT OblTb NPOYMTaAHO
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nobbiM  nporpamMmHbiM - OobecneyeHneMm, ynpaengembiM 4Yeped SNMP
NPOTOKOT.

8.3.3.1 SNMP System Configuration (HacTtponka SNMP gnsa cucrembl)

Bbl MOXXeTe BKMIOYUTL UMW BbIKITHOYUTD OaHHYIO q)yHKLI,I/IIO B pasaene

Admin>SNMP>System

 Yinformation & Status SNMP System Configuration
‘ Y Network Admin
P Mode Enabled |
= SNTP Version SHIP v2c v
| vsNwP | Read Community | public ]
= System | Write Community | |private
=Trap

Mode BkntoueHue/BbikntoveHne SNMP dyHKUMM

Haxmute Ha BbinagatoLlee MeHto, YToObI BbIbpaTh BEPCUIO

Version npoTokona SNMP v2c unu vl

Read [Mo3BonsaeTt ayTeHTUdUKALUMIO CTaHL MK yripaBneHns ans
Community yTeHust MIB o6beKTOoB.

Write lMo3BonseT ayTeHTUdUKAUMIO CTaHL MK ynpaBneHns ang
Community YTeHus, 3anmucu n nameHenust MIB obbekToB

8.3.3.2 SNMP Trap Configuration (Hactporka SNMP Trap)

Bbl MoOXeTe BKMHOUYUTb MNM  BbIKMIOYUTE OaHHY  YHKUUIO U
HacTpoWUTb ee B crieaylollemM pasgerne

Network Admin>SNMP>Trap
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Yinformation & Status
~ Network Admin '\
=P
_aSNTP
wSNMP
= System
[+7rap |
= SysLog
¥ Port Configure
YPoE
¥ Advanced Configure

¥ Security Configure

Trap Configuration

Global Settings

| Mode | |Disabled v

Trap Destination Configurations

| Delete | Name | Enable | Version | Destination Address | Destination Port |

8.3.4 System Log Configuration (HacTpoika cMCTEeMHOro XXypHana)

Bbl MOXeTe HacTpOWUTb CUCTEMHBIN >XypHan KoMMmyTatopa nepengs B
HY>XHbIW pasgen ocHoBHoro MeHo WEB uHTepdelica

Network Admin > Syslog

YInformation & Status

[ ¥ Network Admin

System Log Configuration

=P
= SNTP
P SNMP

»Port Configure

Server Mode Disabled V|
Server Address | |192.1682.100 |
Syslog Level Info v

Server Mode

Bkn/Bbikn pyHKUMIO cMCTeMHOrO xXypHana ans SNMP .
Ecnu BknoveHo, KoMMyTaTOp OTMpaBnsAeT KoNuio XypHana
Ha CTOPOHHWI cepBep

Server CepBep, Ha KOTOpPbIV OTNPaBNAETCHA KONUs CUCTEMHOTIO
Address XypHana
Info — nHdopmaums, NpegynpexaeHns n owmnbKm
Syslog Level | Warning — Tonbko npegynpexaeHus n owmnbkm

Errors — TonbKo ownbKu
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8.4 Port Configure (KoHdurypmpoBaHue nopToB)

8.4.1 Port Configuration (HacTtpoika nopToB)

HaHHbin pasgen WEB unHTepdeinca cogepxut nepeyvyeHb HacTpoek
ONS NopTOB KOMMYyTaTopa.

Port Configure>Ports

¥ Port Configure
=Ports
»Aggregation
= Mirroring
=Thermal Protection
= Green Ethernet

o [ Speed [ Flow Control | Maximum Excessive
| Current|  Configured | Current Rx [ Current Tx [ Configured | Frame Size | Collision Mode
5 v O 9600 D v
1 @ Down Auto v X X 0 9600 Discard v
2 100fdx Auto v X X O 9600 Discard v
3 @ Down Auto v X X (] 9600 Discard v

Link

KpacHbli LBET O3HA4YaeT, YTO COeAMHEHUSA HET. 3eneHbin —
coefVHeHne ecTb.

Speed

Bbibop ckopocTu 1 pexuma paboTbl
(aynnekc/nonyaynnekc) Ansi nopta

Disabled — nopT OTKSHOYEH.

Auto — no3BonseT NOpTy aBTOMaTUYECKM BbIOMpaTh
Hanbornee nogxogslime napameTpbl ANA NOAKMIOYEHHOTO
YCTPOWCTBA.

FDX — gynnekc. No ymonyaHuto ans ckopoctn 1000M6ut/c
HDX — nonyaynnekc

1000-X_AMS — 03HavaeT, 4To NopT ABNAETCH ONTUYECKUM
NN KOMBO-NOPTOM N OMTUYECKUA NOPT — OCHOBHOW.
Takke ecTb Apyrne aHanorM4Hble napameTpbi:

10M HDX, 10M FDX, 100M HDX, 100M FDX, 1000M FDX,
1000-X

Flow Control

MexaHn3m ynpasneHus notokom. MNonHogynnekcHble
nopTbl ncnonb3yoT 802.3x NPOTOKON ANS ynpaBreHus
MOTOKOM, NOMYAYNIEKCHbIE MOPTbl UCNOMb3YIOT
backpressure ynpaBneHue notokoMm. [1o ymonyaHuio
AaHHbI MEXaHW3M ANs MOPTOB — OTKITOYEH.

Maximum
Frame Size

Mone, roe 3agaeTca MakcuMarbHbIA pasmMep
nepegaBaemMbIX/MPUHUMAEMbIX NAKeToB. [0 yMonyaHuo
pa3mep — 9600, 4Tobbl 06ecneunTb Nogaepkky Jumbo
frames.

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.
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8.4.2 Link aggregation (Arperauusi KaHanoB)

Arperauma  kaHanoB, 3TO  MeTOA, KOTOpPbIA  CBSA3bIBAET
onpegerneHHble gu3nyeckue MopTbl BMECTE, KaK OAMH JIOTMYECKWA MNoprT,
4YTOObI yBENMUYMNTB OOLLYIO MPOMYCKHYK CNOCOBHOCTb.

KommyTatop nogaepxmBaeT oo 13 rpynn arperauumn kananos. OT 2
[0 8 nopToB B BMAE €4MHOro NIOrMyeckoro nopra.

lMpumeyarue: Ecnu kakol-nubo nopm e 2pynne aspesauyuu KaHaioe
OMKJIIOYEeH, nakem OaHHbIX, OMpasieHHbIl Ha OMKTOYeHHbIU rnopm 6ydem
pacripedensimb Hagpy3Kky Ha Opyaoli MOOKIHYeHHbIU nopm 6 amol epyrine
azpezayuu.

8.4.2.1 Static Aggregation (Ctatu4yeckasa Arperayms)

B otom paspene WEB uHTepderica kommyTaTopa nosfb3oBaTeflb MOXeT
HaCTPOUTb CTaTMYECKYIO arperauuio ansi NopToB.

Port Configure > Aggregation > Static

Yinformation & Status Aggregation Mode Configuration

*Network Admin
e 1
m Source MAC Address
sEorts Destination MAC Address
IP Address
TCP/UDP Port Number 2]
“LACP
* Mirroring Aggregation Group Configuration
= Thermal Protection
= Green Ethernet Pon Mb‘n
»PoE GroupID [1]2[3]4[5]6]7]8]e [10]11]12|13[14]15[10]11]“]19]20]21]zz[za]u]zs]zs
» Advanced Configure LU EEONONORORONONONONONONRONONORONO) [CNORONCRONO] [OCNCNO]
B Secunty Configars 1 CO0O0OO0O00OO0OO0OOCOOOOOOOOOOO -UOOO
2 O0000000O0O0ODO0OO0DODOOOOOOOOOOOO
>Qos Configure 3 (@] Q0000000 DO 0O (@)
» Diagnostics 4 (o] DOOOO0OO0 O @)
»Maintenance S o 200000
6 O Q00000 OC
7 O DO000000C
8 Q00000
9 (@) DEOROROECORONC
10 O C DO 00O O (
" O é OO0O0O0OC
12 0 D0 60600 )
13 (@) 00000 O O O C
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Aggregation | OTOT pexuMm ABMASETCH anropuTMOM XELUMPOBaHUSA NOTOKa
Mode mexay noptamu LAG (rpynna arpermpoBaHHbIX NOPTOB UMn
Configuration | Link Aggregation Group)

Group ID ID rpynnbl cTaTU4ECKOW arperauum

KommyTtaTop nogaepxmsaet o 13 rpynn arperauymm, ot 2

Port Members -
[0 8 NopToB B OAHOW rpynne.

Haxmute Save, 4ToObl COXpaHUTbL HACTPOWKMU.

lMpumeyarnue: Cmamuyeckasi aepeeayuss M0380s9em 0OHOBPEMEHHO
06beduHsimb He 6oriee 8 mMopmos 8 0OHy crmamuy4ecKyro 2pynry.

8.4.2.2 LACP Aggregation (Arperauuns Ha ocHoBe LACP)

LACP — TlpoTokon ynpaBrneHusi arperauuen kaHanoB. Arperauus
KaHanoB no3BonsdeT oObefuHATb 40 BOCbMW MOPTOB B OAHO BbiAENEHHOE
coeguHeHune (NTormyecknii NopT).

Ota yHKUMS MOXEeT pacwmpuTb MNPOMYCKHYI  CMOCOBGHOCTb
ycTponcTtea. Pabota LACP TpebyeT BKMOYEHUA OYNMEKCHOro pexuma Ha
noprax.

Onsa nonyyeHns 6onee nogpobHoOM MHPOPMAaLMM O3HAKOMbTECh CO
craHgaptom |IEEE 802.3ad.

Port Configure > Aggregation > LACP

» i .
LR LACP Port Configuration
»Network Admin
i e Port [ LACP Enabled | Key | Role [ Timeout| Prio
ort Configure
< 3 O <O v <O v <O v 32768
=Ports
wAggregation 1 O Auto v Active » Fast v 32768
= Static 2 O Auto v Active Fast 32768
= LACP 3 O Auto v Active v Fast v 32768
ot 4 0 hto v Active ~| |Fast v| | 32768
= Thermal Protection
= Green Ethernet 5 O Auto v Active v Fast v 32768
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LACP

BkntoveHue/BbikntoveHe nogaepxkun npotokona LACP Ha
noprte

Key

3HayeHue knoya, nony4eHHoe NopToM, HaxoamuTcs B
ananasoHe 1-65535.

Auto HacTpolKa 3a4acT KIoY B 3aBUCUMOCTM OT CKOPOCTH
dusnyeckoro kaHana, 10Mb = 1, 100Mb = 2, 1Gb = 3.

Specific HacTpolika No3BoNsieT BBOAWTb 3HaYeHWe KItoya
BpYYHyto. MopThbl C 0AMHAKOBLIM 3Ha4YE€HMEM Kritoya
MOrYT ObITb Y4aCTHMKaMM O4HOW rpynnbl arperauum, a
MopThbl C pa3HbIMK KItoYaMmn — HE MOTYT.

Role

J[laHHOe none oTBeyvyaeT 3a cocTosaAHne akTuBHocT LACP.
Active — nepegaya naketoB LACP kaxayto cekyHay

Passive — oxxupaHue naketos LACP.

Timeout

[aHHOe none oTBeYaeT 3a NPOMEXYTOK BPEMEHU MexXay
nepegayven BPDU

Fast — oTnpaBska naketoB LACP kaxgyt cekyHay

Slow — 30 cek oxugaHusa nepeq otnpaskon naketa LACP

Prio

[laHHOe nore KOHTPONMpYeT NpUopUTET NopTa.

Ecnu napTtHep LACP xo4eT cchopMumpoBaTb GonbLUyiO
rpynny, 4eMm yCcTpONCTBO NoadepxuBaeT, To napameTp Prio
OyaeT KOHTpoONMpoBaTb, Kakue NopThl ByayT B aKTUBHOM
ponu, a Kakue B pe3epBHOM POoru.

MeHbLuee 3Ha4yeHMe napameTpa Prio o3HavaeT 6onbLumi
npuopuTeT.

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.
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8.4.3 Port Mirroring (3epkanupoBaHue NOpPTOB)

dyHKUMA  3epkanupoBaHMs MNoOpToB obecneymMBaeT MOHUTOPUHT
ceTeBOro Tpadwuka, KOnNuMsi KOTOPOro (BXOAALME WM UCXOQdALME NaKkeTbl)
nepecbInaeTcs ¢ 0QHOro MopTa CeTEBOr0 KOMMyTaTopa Ha Opyron nopT, rae
Tpadrk MOXET ObITb MCCNeaoBaH.

o710 nossonset agMVHUCTpaTopy cetu oTcrnexvBaTb
Npon3BOAUTENBHOCTE KOMMYyTaTopa U Mpu HeoGXOOMMOCTU MU3MEHSITb €ro
HaCTPOWKM.

Port Configure > Mirroring

> i ] .
e R Mirror Configuration
»Network Admin

| Port to mirror to | ! v

¥ Port Configure

=Ports
wAggregation

= Static

= LACP
= Mirroring
=Thermal Protection
= Green Ethernet

»PoE

Mirror Port Configuration

Port[ Mode

1 |Disabled v
Enabled
va onl}
Tx only w
Disabled w

v
v

;oW N

MakeTbl C NOPTOB, ANA KOTOPbIX BKITHOYEHO
Port mirror to | 3€PKanupoBaHue rx unm tx 6yayT JOCTYMHbI Ha 3TOM MopTe.

Disabled — oTkntoyaeT 3epkanvpoBaHue

BbiGop pexuma 3epkanmpoBaHus ANsi nopTa UCTOYHNKA.

Rx only — nakeTbl, nony4YeHHble Ha 3TOM nopTe 6yayT
oTnpaeneHbl 3a NopT-3epkano (mirror port). icxogsawue
nakeTbl 3epkanupoBaTtbcs He byayT.

Mode Tx only — nakeTbl, ICxogsLwme ¢ 3Toro nopta 6ygyr
OTnpaBneHbl 3a NopT-3epkarno (mirror port). MNonydyaemble
nakeTbl 3epkanupoBaTtbcs He ByayT.

Disabled — Bce nakeTbl (tx 1 rx) He ByayT 3epkanupoBaTtbcsl

Enabled — Bce nakethbl (tx 1 rx) OyayT oTnpaBneHbl Ha NopT-
3epkarno.

Haxmute Save, 4To6bl COXpaHUTbL HAaCTPOWKM.
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8.4.4. Thermal Protection Configuration (TemnepaTypHas 3awmTa)

TemnepaTypHaa 3awuTa npedoTeBpallaeT neperpes nopTtoB. Koraa
KOMMYTaTop OnpeAensieT nopT, Ha KOTOPOM TeMMNepaTypa Bbille 3a4aHHOM,
NpPOMCXoanT OTKIOYEHMe nopTa.

Port Configuration > Thermal Protection

> i ; ;
e e Thermal Protection Configuration
»Network Admin
Temperature settings for priority groups
| ¥ Port Configure ]
=Ports Priority | Temperature
PAggregation 0 255 °C
= Mirroring .
= N
= Green Ethernet 2 (255 L
»PoE 3 |[255 e
» Advanced Configure gyl
Port priorities
» Security Configure
» QoS Configure Port I Priority
= O v
» Diagnostics 1 o
»Maintenance 2 0 v
3 0w

Temperature | KommyTaTop nogaepkvBaeT 4 rpynnbl TEMMepaTypHO
settings for | 3auuThl. Kaxnas MoxeT GbiTb HACTPOEHA HA CBOIO
priority groups | yakcumanbHyto TemnepaTypy.

Port priorities | [1one onpeaensieT NpuHaAnexHOCTb NopTa K TON UMK NHOW
rpynne TemnepaTypHOIi 3aLUuTbI.

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.

lMpumeyaHue: no yMmon4aHuro ece rnopmsi KOMMymamopa Haxo0sim 8 epyrne
npuopumema 0, ¢ MakcumarnbHol memnepamypol 255 C
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8.5 Advanced Configure (PaclumpeHHble HACTPOWKMN)

8.5.1 VLAN (HacTtpoika VLAN)

VLAN — BupTyanbHas JsokanbHasi ceTb — npepacraBnsieT cobon
rpynny XocToB ¢ obwmm Habopom TpeboBaHW, KOTOPbIE B3anMOOENCTBYIOT
Tak, Kak ecnv 6bl OHW ObINY NOAKIKOYEHBI K LUMPOKOBELLATENBHOMY JOMEHY,
HEe3aBMCMMO OT X PM3NYECKOrO MECTOHAXOXAEHMS.

VLAN umeeT Te e CBOWCTBaA, YTO U du3ndeckas fokanbHasi CeTb,
HO MO3BONSIET KOHEYHbIM YfieHaM rpynnMpoBaTbCsl BMECTE, AaXe eCriv OHU
He HaxoaATCHa B O4HON hU3NYECKON CETW.

HacTtpoiku HaxogaTcsa B pasgene

Advanced Configure > VLANS

e Global VLAN Configuration
PNetwork Admin
Py Allowed Access VLANs 1 ‘
Ethertype for Custom S-ports | 3548
PPoE
| ~aavanced configure Port VLAN Configuration
~ sWACTabe
[zvve | Fort Ingress Ingress Egress Rllowed Forbidden
L] vian | POTYPE | pipering I Tagging VLANS VLANs
«Loop Protection ! v 2] vl o il 1
»Spanning Tree
«MEP
“ERPS
MGMP Snooping
*LLDP
Allowed B atom none otobpaxatotcsa cozgaHHele VLAN ID. o
VLANS YMOIM4YaHMIO 3Ha4YeHne — 1. Ecnu Bbl XoTUTE co3gaTtb HOBYHO

VLAN, nameHurte 3Ha4yeHne Ha HOBOeE.

Ethertype for | B 3TOM none ykassiBaeTcs sHadeHue ethertype / TPID (B
Custom S- LecTHaguaTepuyHom cdopmare). MNapameTp gencreyer
ports Ansi Bcex nopToB, Tun Kotopbix (Port Type) yctaHoBneH
kak S-Custom-Port

Pexum nopta (no ymonyaHuto Access) onpegenseT
OCHOBHOE MoBeeHne nopra.

Mode
[MopT MOXET HaxoAUTLCA B OAHOM U3 TPEX PEXMMOB, Kak

onncaHo Huxe. Beakuia pas, koraa BelbpaH onpeaeneHHbIn
peXuM, ocTasnbHble Noss B 3ToW cTpoke 6yayT nnbo
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HEZOCTYMHbI UMW CAENaHbl U3MEeHAEMbIMI B 3aBUCHMOCTM
OT paccMaTpMBaeMoro pexumMa. 3aTeHeHHbIe nons
MOKa3bIBalOT 3HAYEHNE, KOTOPOE MOPT MOMYYNT NpK
MPUMEHEHUN PEeXMMA.

Access. [MopTbl ¢ 3TUM PeXMMOM 0BbIYHO NCMOMb3YIOT AN
NOAKMIOYEHMS K KOHEYHBIM CTaHuusAM. MimetoT cneaytolume
XapaKTEPUCTUKK:

- MopT yyacTHuk Access VLAN (no ymonyaxuio 1)
- MopT npuHumaeT nakeTbl TMNA untagged n C-tagged

- OTBpacbiBaeT BCe NakeTbl, KOTOPbIE HE
knaccuduumpoBaHbl Ana goctyna k Access VLAN

- Ha BbIxoae Bce nakeTbl, oTHocsALwmnecs kK Access VLAN
OyayT nepegaBatbcs, kak untagged. [pyrve (amHamuyecku
pobasneHHble VLANGI) OyayT nepenaBatbcs, kak tagged.

Trunk. Trunk (MarucTpanbHble) NOPTbl MOFyT
OAHOBPEMEHHO nepepaBaTh TpaduK MO HECKOSbKUM CETAM
VLAN 1 06bIYHO MCMOMb3yHTCA AN1S NOAKIMI0YEHUS K
Apyrum kommyTtaTtopam. VMimeroT crnegyrowme
XapaKTePUCTUKN:

- Mo ymon4aHwuto, trunk NopT ABNSETCA Y4aCTHUKOM BCEX
VLAN (1-4094)

- VLANBI, y4aCTHMKOM KOTOPbIX SBnsdeTcs trunk nopt, moryT
ObITb orpaHnyeHbl Yepes none Allowed VLANS

- MakeTbl, oTHOCAWMecCA K VLAN, y4aCTHUKOM KOTOPOW
nopT He AIBNSeTCsl — 0TOpackIBalOTCS.

- Mo ymon4yaHuto Bce NakeThbl, KDOME MNakeTOB OTHOCALLMXCSA
k Port VLAN (Native VLAN) 6ygyT nomeyeHsl (tagged) Ha
BbIXoAe.

- MapkupoBaHue NakeToB Ha BbIXOAE (TErMPOBaHUE) MOXET
ObITb U3MEHEHO, YTOGLI MOMETUTbL BCe NnakeThbl. B Takom
cnyyae, Tonbko tagged nakeTbl 6yayT NPpUHMMATLCS Ha
BXOZe.

Hybrid. Takve nopTel BO MHOrOM HanoMuHaroT trunk nopThl,
HO UMEKT OOMNONHUTENbHbIE HACTPOWKM.

— MNopT MoXxeT ObITb HACTPOEH Tak, 4Tobbl VLAN tag He
pacnosHaBarncs, C-tag n S-tag nogaepXxunBanuchb.
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- dunbTpauua Ha BXoAe Morfia KOHTPONMPOBATLCS.

- Npuem nakeToB Ha BXOAE M HACTPOKMKA MCXOASLLErO
TErMpoBaHMs MOTYT HacTpanmBaTbCs HE3aBUCUMO.

Port VLAN

Mone onpepenset nageHtudgukatop VLAN nopta (PVID).
PaspeweHHble VLAN HaxogaTcs B ananasoHe ot 1 oo
4094, no ymonyaHuto 1

Port Type

MopTbl B TMOPUAHOM peXnMe NO3BOMAT U3MEHSATb TUM
nopTa.

Unaware. Ha Bxofe Bce nakeTbl, He3aBUCUMO OT TOro
nomeyeHbl nn oHn VLAN tag unum HeT, 6yoyT OTHECEeHbI K
VLAN Port, Bo3aMOXHble MeTK/ (Tern) OyayT yaaneHsl Ha
BbIXOZe.

C-port. Ha Bxoge naketbl ¢ Terom VLAN ¢ TPID = 0x8100
ByayT knaccudmumpoaHsl no VLAN ID, cogepxawemycs B
meTke. Ecnn nakeT nomedeH, Kak NnpuopmuTeTHbIN, OH byaeT
knaccuduuymposaH Port VLAN. Ecniv nakeTbl JOMmMKHbI GbITh
nomeYeHbl Ha BbIXoAe, OHU ByayT nomevaTbca C-tag
METKOW.

S-port. Ha Bxoge nakeTbl ¢ Terom VLAN ¢ TPID = 0x8100
unun 0x88A8 6yayT knaccudpuumposaHbl no VLAN ID,
coepxallemycsa B MeTke. Ecnn nakeT nomeyeH, Kak
NPUOPUTETHBIN, OH ByaeT knaccnduumposaH Port VLAN.
Ecnun nakeTbl OMmMKHbI ObITb MOMEYEHbI Ha BbIXOAE, OHU
OyayT nomeyaTbCcsa S-tag METKOW.

S-Custom-Port. Ha Bxoge naketbl ¢ Terom VLAN ¢ TPID =
0x8100 unu Ethertype, HacTpoeHHbIn gna Custom-S
noptoB 6yayT knaccuduumnpoBaHsl no VLAN ID,
cogepxallemyca B MeTke. Ecnun naket He nomeyeH unu
nakeT MOMEYeH, Kak NPUOPUTETHLINA, OH ByaeT
knaccuduuympoaH Port VLAN. Ecnn nakeTbl JOMKHbI ObITb
nomMeyeHbl Ha BbIXOAe, OHM ByoyT NnomMeyaTbecs 3aJ4aHHOM
S-tag meTkon.

Ingress Filter

MMBpuaHble NopPTbl NO3BONAT MEHATL BXOAHYHO
dunbTpaumio. Access 1 Trunk nopTbl Bcerga umetoT
BKIIOYEHHYIO BXOOHYIO (OUMbTPaLMUIo.

Ecnu BxogHas dunbTpaums BknoveHa (pnaxok
YCTaHOBMEH), NakeTbl oTHocswmecs K VLAN, B KOTopon
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NnopT He ABNSAETCS Y4aCTHMKOM — OyayT OTOpPOLUEHbI.

Ecnu BxogHasa pmnbTpauuns BeikNoYeHa, nakeTbl
oTHocsAwmecs K VLAN, B KOTOPOW NOPT He aABnsieTcs
Y4aCTHUKOM — ByAyT NPUHATLI N 00paboTaHbl
KOMMYTaTOpPOM.

Ingress
Acceptance

rVI6pVI,CleIe NOpPTbl NO3BOJIAKOT MEHATb TUIM NaKeToB,
NPUHNMMaemMbIX Ha BXoge.

Tagged and Untagged. Bce Tunbl nakeTtoB ¢ METKOW UNK
6e3 ByayT npuHMMaTbCs.

Tagged only. Tonbko nomeYveHHble nakeTbl 6yayT
npuHUMaTbes Ha Bxoge. [NakeTbl 6e3 meTkn ByayT
OTOpOLLEHDI.

Untagged only. Tonbko nakeTbl 6€3 MeTkn 6yayT
npuHMMaTbCs Ha Bxoge. MakeTbl ¢ MeTkol 6yayT
OTOPOLLEHDI.

Egress
Tagging

MopTbl B Trunk 1 Hybrid pexxumax MOryT KOHTpPOnMpoBaTb
npvcBavBaHNe METKM Ha BbIXoae

Untag Port VLAN. NMakeTbl oTHocsAwwmecs k Port VLAN
OoyayT nepepaBaTbcs 6e3 MmeTkn. OcTanbHble NakeThbl
nosiyd4at CoOOTBETCTBYIOLLYIO METKY.

Tag All. Bce nakeTbl, oTHOocswmecs k Port VLAN unu Het
OyayT nepenaBaTbCs C METKOW.

Untag All. Bce nakeTbl, oTHocswumecs k Port VLAN unu Het
OyayT nepepaBatbca 6e3 meTkn. Toneko ansa Hybrid
pexuma.

Allowed
VLANS

MopTbl B pexxumax Trunk n Hybrid moryT koHTponvpoBaTh B
kako VLAN OHU MOryT ObITb y4acTHUKaMu. ACCesS MopThl
MOryT ObITb y4acTHMKaMmu Tonbko ogHoln VLAN (Access
VLAN). Mo ymonyanuto Trunk n Hybrid nopTsl MoryT 6biTb
yyacTtHukamu Bcex VLAN 1-4094. MNone MoXeT ObITb
NyCTbIM, YTO O3HaYaeT NPUHAONEXHOCTbL MOPTa KO BCEM
VLAN.

Forbidden
VLANSs

MopT MOXET ObITb HACTPOEH TakMM 00pa3oM, YTObbI He
ObITb y4acTHUKOM HK1 ogHon n3 VLAN. o ymonyaHuto none
nycToe, YTO 03Ha4YaeT NPUHaANEXHOCTbL NopTa KO BCeM
VLAN.

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.
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8.5.2 Port Isolation (U3onaumsa noptoB)

Msonauma nopTtoB orpaHuvumBaeTr OOMeH TpadukoM Mexay nopTamu.
dyHKkuMA noxoxe Ha VLAN, HO umeeT Gornee cTporue npaeuna.

8.5.2.1 Port Group (Fpynna nopToB)

KommyTaTop nogaepxuBaetT opmMupoBaHMe rpynn  nopToB. [lopTbl
YYaCTHUKM rpynrbl MOTYT OOMeHMBAaTbCA AaHHbIMMU.

lMpumeyarue: [Mopm Moxem npuHadnexambs K HECKOIbKUM 2pyrinam.
LaHHble mMoeym 6bimb riepedaHbl Mex0y JIobbIMU Topmamu, KOomopble
npuHadnexam o00HOU epyrire nopmos

HacTtpoiku rpynn HaxoAasiTCs B CrieaytoLlem pasaene:

Advanced Configure > Port Isolation > Port Group

Pformation & Status Port Group Membership Configuration Auto-refresh [ [ Refresh
*Network Admin ]
Port Members
6ot Configure Delete |[PortGroupID |1[2[3[4[5]6[7]8[s][10]11[12]13[14]15]16[17]18]19]20[21]22]23[24]25]26
*Pok =) 1MEUMEMMEVMEVMVEVMEMMUMEMMMMEMMEEMMEEE
[~Advanced Configure | [ Delete 0000000 0EE0000000000000000

= MAC Table e —————
=VLANS 43d New Port Growp |

[_wrortisotation |

=Port Group | Save] [Rezet |

=Port Isolation

=Loop Protection

Port members | OTMeTbTe nopThl, koTopble ByayT NpuHaanexaTs OAHOM
rpynne.

Haxmute Add new Port Group, 4tobbl co3gate HoBywo rpynny. Delete —
4yTOObI yaanuTb rpynny. Save — YToObl COXPaHUTb TEKYLLME HACTPOMKN.
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8.5.2.2 Port Isolation (U3onsAuma nopToB)

HacTtporika usonaumm NOpPTOB HaxoauTcs B cnefywowem pasgene
WEB unHTepderica KommyTaTopa:

Advanced Configure > Port isolation > Port Isolation

» i : g
Information & Status PortIsolation Configuration Auto-refresh [] [Refresh |

Network Admin

Port Number

AR A12[3[4]5]6]7]8]0[10[11[12]13]14]15[16]17]18]19] 20] 21] 22| 23] 24] 25] 28|
YPoE : D000 0000FO00M0O00000000000000

¥ Advanced Configure \ |
e e ey Sav Res
T (Seze) [Reger

+Port Group
+PortIsolation |

Port number | OrmertsTe nopTsl, KoTOpble BYAYT U30AMPOBAHI.

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.

8.5.3 STP (MpoTokon cBA3yloLWero nepesa)

Spaning Tree Protocol (STP) — nnu npoTokon CBA3yLWero gepesa
ucrnonb3dyetca Ansa obHapykeHuss u wcnpasneHus ceTeBblx netenb. OH
obecneunBaeT 3anacHble coedvHEeHUs Mexay KoMMyTatopamu, MocTamu u
MapLipyTusaTopamu.

STP nossonsieT kOMMyTaTOpy B3aMModencTBoBaTh ¢ Apyriumu bridge
YCTPONCTBaMu CeTW, rapaHTUpys CyLLeCTBOBaHWe TOMbKO OOHOro mapLipyrta
mMexgy nobbiMy AByMS CTaHuMsMM B ceTu, n obecnedvBas Hanuuue
pe3epBHbIX COEAWHEHWUW, KOTOpble aBTOMaTU4eCKU WCMONb3ylTCs, Koraa
OCHOBHOE COeAMHeHME MO KaknM-nNnbo npnynHam nepecraeT CyLecTBoBaTb.

8.5.3.1 STP Bridge Settings (HacTpoikn npotokona STP)

HacTpolikm npoTtokona STP HaxoaaTcsa B crneaytowem pasgene WEB
WHTepgenca KommyTaTopa:

Advanced Configure > Spanning Tree > Bridge Settings
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Yinformation & Status STP Bridge Configuration

»Network Admin

»Port Configure _

bor Prf)tocol Version RSTP v

Bridge Priority 32768 v
~ Advanced Configure ‘ Forward Delay 15 j
= MAC Table Max Age 20
=VLANS Maximum Hop Count | 20
wPort Isolation et liokd Comet. | [
= Port Group

= Loop Protection

= Port Isolation I

[Reset

= Bridge Seitings

= Bridge Poris

Protocol
Version

HaxxmunTe Ha BbiNagatoLlee MeHo YToObl BbIbpaTb Bepcuto
npotokona STP:

STP — Spanning Tree Protocol (IEEE 802.1D)
RSTP — Rapid Spanning Tree Protocol (IEEE 802.1w)

Bridge Priority

KoHTponb npuoputeta mocTta (bridge). MeHbluee 3HadyeHune
umeet Gonbwni npuoputeT. MNpruoputeT mocta + MSTI
cBs3aH ¢ 6-6arTtoBeiM MAC agpecom KoMmyTaTopa
dopmupyeT ngeHTudukaTop mocta (bridge).

Forward Delay

3agepkka nepepq otTnpaBkon. 3Ha4YeHne MoxeT ObiTb B

(4-30) ananasoHe ot 4 ao 30 cek. Mo ymonyaHuio — 15 cek.
MakcmumanbHoe BpeMs XXN3HM MHopMaLUM OTNpaBneHHoM

Max age (6- | voctom, noka oH MMeeT ponb KOpHEBOro MocTa (root
40) bridge). jonycTuMble 3Ha4YeHUS HaxXoaATCsa B AManasoHe oT

6 0o 40 cek. 3Ha4yeHuMe no ymonyaHuo — 20 cek.

Maximum Hop
Count (6-40)

OTa HacTpolika onpeaensieT KonmM4yecTBO HEOOXoaNMbIX
nepexonos (hop’o) gna MSTI nHdopmaumu,
chopmmpoBaHHOM Ha rpaHuue MSTI. Takke 3TO 3HayYeHue
onpefenseTt Kak MHOrO MOCTOB B POSIM KOPHEBOTrO MOCTa
MoryT nepegasatb BPDU nHdopmaumio. [Jonyctumble
3Ha4YeHus HaxoaAaTcsa B gmanasoHe ot 6 4o 40 nepexoaos.

34




Konnyectso BPDU nakeToB, KOTOpbIE KOPHEBOW NOPT

) (bridge port) moxeT oTnpaenaTb 3a 1 cekyHay. Ecnu
Transmit Hold | 606x0a1M0, MOXET BbiTb OpraHn3oBaHa 3anepxka nepes
Count (1-10) | ornpaskoit creaytowwero BPDU naketa. locTynHble
3Ha4veHus oT 1 go 10 BPDU nakeToB B cekyHAy. 3HayeHne
no yMOJ14aHuo — 6.

Haxmute Save, 4Tobbl COXpaHUTbL HACTPOWKM.

8.5.3.2 STP Bridge Port (Bbibop bridge nopTa)

Hactpoiikun STP bridge ansa noptoB HaxogaTcs B criegyowemM pasgene WEB
uHTepdgenca kommyTartopa:

Advanced Configure > Spanning Tree > Bridge Ports

¥information & Status STP CIST Port Configuration
PNetwork Admin
o 2= Qoregaled Port CONRGUFao
STP Restricted Point-to-
" E y Cost in Auto Gi
PoE Port Path Priority | Admin Edge Edge Role | TGN BPDU Guard point
~ Advanced Configure - B [ate  w 128 v  |HorEdge w ] o o 0 Forced True w
~MAC Table
AVLANS
CIST Normal Port Configuration
wPort Isolation sw R ’ -t
«Port Group Port Path Cost lprsomy|mnm Edg.|mosugo R':‘""Tc""u apousm| o m‘““"
*Portisolation Enabled ol
=Loop Protection 2l > O . (@ > C =] ] o 22 v
+Spanning Tree 1 Mo w 128 v [WowEdge v @ o o O Auto v
*Bridge Sefiings 2 @ [amte 128 v [NorEdge v o) o o 0 huto v
[-BriggePons | 3 hto B 128 @] [FonEdge ) o o O auto v
MER
e 4 @ [ate 128 v [Non-Edge v @ o o 0 futo v

STP enabled OTMeTbTe, 4TobbI BKNIOUMTL STP Ha noprTe.

lMone onpegenseT ctToumocTb NyTh (path cost) ona nopra.

AuUto — CTOMMOCTb NYTUN BbICYUTLIBAETCS HA OCHOBE
dU3NYECKON CKOPOCTUN MOPTa, UCTONB3YSA 3HAYEHNS,
pekomeHayemble 802.1D.

Path Cost -
Specific — cToumocTb NyTW, 3agaBaemas nosfb3oBaTenem.
CTouMOCTb NyTW UCMONB3YETCS ANA NOCTPOESHUS
aKkTyansHou Tononornn cetu. MNopTbl C MEHLLUNM
3HayeHveM ucnonbayloTcd kak forwarding nopTebl.
JocTtynHble 3Ha4yeHus B guanasoHe ot 1 go 200000000
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Priority

Mone onpenenseT NpMopuTeT rnopTa.

Auto Edge OTtmeTbTe, YTOGbI NPpeBpaTHThL NopT B Auto Edge
Restricted .
Role OTmeTbTe, 4TOBLI NpeBpaTUTL NOpT B Restricted Role
Restricted .
TCN OTmeTbTe, UTOObI NpeBpaTUTb NOPT B Restricted TCN
) OTtmeTbTe, YTObbI akTBMpoBaTh BPDU Guide. Korga nopt
BPDU Guide

nonyyaet BPDU nakeT, oH nepexoguT B COCTOSAHME
«Disable», T.e. oTKnO4aeTcA.

Point-to-point

Mone oTBeYaeT 3a opraHM3aLmio CoeaNHEHMS TOYKa-TOYKa.
ArpermpoBaHHble NOPTbl BCErAa HaxoaaTCsi B COCTOSIHUM
Point-to-point

Haxmute Save, YToGbl COXpaHUTb HACTPOMKM.

8.5.4 MAC Address Table (Tabnuua MAC agpecoB)

Hactpoviku Tabnuubl MAC agpecoB HaxogaTcs B cCrnepylolem pasgene
WEB unHTepderica KommyTaTopa:

Advanced Configure > MAC Table

Yinformation & Status
*Network Admin
*Port Configure
3
[‘Advanced Configure
[sMACTable
*VLANs
PO Isolation

=Loop Protection
»Spanning Tree

*MEP
=ERPS
MGMP Snooping

=LLDP
¥ Security Configure
*Qos Configure
*Diagnostics

*Maintenance

MAC Address Table Configuration

Aging Configuration

Disable Automatic Aging |||
Aging Time 300 |seconds

MAC Table Learning

| Port Members
10[11[12 15[16[17[18

Secure O O OO OO O OO

Static MAC Table Configuration

| Port Members
Delete [VLANID|[ MAC Address [ 1[2[3]4]5]6][7]8][9[10]11]12][13[1a]15]16[17]18]19]20]21]22[ 23] 24] 25] 26

(_Delete | [1 00-00-00-00-00-00 |00 OMOO0O0O0O0OOCOO0O0OOOOODOOOOOOOO
5dd New Static Entry
Reset
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Disable
Automatic Ecnu 310T YekboKc OTMEeYEH, (DYHKLINA aBTOMATUYECKOTO

Aging ycTapeBaHUsl OTKITIOYEHa.

_ . BpeMmsi, nocre KOToporo 3anuck NoMeLleHHas B Tabnuuy
Aging Time | gyner nckntoveHa us Hee. Anana3zoH 10-1000000 cek.
3HaueHne no ymonyanuto — 300 cek.

KommyTaTop nogaepxusaeTt 3 Tuna 3anoMmHaHus
(learning) MAC agpecos B Tabnuuy

MAC Table Auto — nopT aBTOMaTuyecku 3anommHaeT MAC agpeca.
Learnin .
9 Disable — nopt He 3nomuHaeT MAC agpeca
Secure — NoOpT nNepecbinaeT AaHHble TOMbKO, eCnNu
ncnonb3yeTca ctatndeckmn MAC agpec.

Static MAC | CtaTnueckue 3anncn MAC agpecos oTobpaxatoTcs B 9TON

Table Tabnuue. Haxmunte «Add New Static Entry» (no6asutb
Configuration | HOBYIO CTATU4eCKyiO 3anuck), 4TOGbI CO3AaThb HOBYIO
3anuce.

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.

8.5.5 IGMP Snooping

Internet Group Management Protocol (IGMP) — nossonsieT xocTtamu
MapLupyTusaTtopam oOMeHuBaTbCa wHdOpMauven o multicast rpynnax.
IGMP Snooping 310 yHKUNS KOMMYyTaTopa, KOTopas oTBeYaeT 3a KOHTPOIlb
IGMP coobuweHuamu. maBHaa uenb IGMP Snooping — orpaHMunTb
nepecbiniky multicast nakeToB TOMbKO [AfS MOPTOB, KOTOpble SABMSOTCA
yneHamu multicast rpynn.

8.5.5.1 Basic Information

Obwas wHdpopmauma o IGMP HacTpolkax HaxoauTcs B CreayloLlem
pasgene WEB uHTepdelica kommyTaTopa:

Advanced Configure > IGMP Snooping > Basic Configuration
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YInformation & Status

IGMP Snooping Configuration

»Network Admin
Global Configuration
»
FoctConioms Snooping Enabled C
?PoE Unregistered IPMCv4 Flooding Enabled [5
¥ Advanced Configure .
- Port Related Configuration
= MAC Table
=« VLAN
: Port | Router Port | Fast Leave
PPort Isolation -

= Loop Protection
PSpanning Tree

= MEP
= ERPS

wIGMP Snooping

= Basic
Configuration

= /LAN
Configuration

=LLDP

W 0 ~N O ;s W N -

O000000000
OO0oO0OoOoooOoon

Snooping Bkn/Bbikn dpyHkumm IGMP Snooping. 3HadeHue no
Enabled yMON4aHmIo — oTKMo4eHo (disabled)

Unregistred

IPMCv4 OTtmeTbTe yekbokc, 4Tobbl BKMoYMTL yHKUMIo Unregistred

Flooding IPMCv4 Flooding.

Enabled

lNone onpegensieT, kakne nopTel 6yayT OTMEYeHbI, Kak
router nopTtbl. Router NopT B KOMMYyTaTOpe BeAeT K

Router Port | Multicast ycTpocTBY 1Unm ycTponcTBy, 3anpalumnsatoLiemy

IGMP. Ecnu B kayecTBe router nopTta BblopaH nopt
arperMpoBaHHON rpymnnbl, TO BCA rpynna nopTos byaeT
BbIMNOMHATL POrib router MOPTOB.

Fast Leave | JaHHas HacTponka oTBevaeT 3a yaaneHme MAC agpeca

HemMedneHHO nocre nonyvYeHnd coobueHus ans rpynnbl.

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.
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8.5.5.2 IGMP Snooping VLAN Configuration (Hactponka IGMP
Snooping ana VLAN)

Hactporika IGMP Snooping ans VLAN Haxogutcsa B crnepgylowem
pasgene WEB nHTepdeince kommyTaTope:

Advanced Configure > IGMP Snooping > VLAN Configuration

Yinformation & Status

IGMP Snooping VLAN Configuration

»Network Admin
S Pete = Start from VLAN |1 with |20 | entries per page
*Pok Delete [ VLAN ID | Snooping Enabled [ Querier Election | Querier Address
¥ Advanced Configure [ Delete | 1 O 2] 0.0.0.0
» MAC Table
=VLANS [ Add Hew IGNP VLAN |

PFortisolation

= Loop Protection
»Spanning Tree
= MEP

.
+IGMP Snooping |
=Basic
Configuration

=VLAN
Configuration

«LLDP

Save | | Reset

Snooping BkntoueHne IGMP gns VLAN. 32 VLAN moryT 6biTb
Enabled oTMeueHbl ans IGMP Snooping
Querier .
Election BkntounTe BeTynneHve IGMP Querier B VLAN.
. Mone onpepenseT IPv4 agpec NCTOYHWKA, UCMOb3YIOLLErO
Querier
IP 3aronosok ansa IGMP. Mo ymonyaHuio 310 nore paBHo
Address
192.0.2.1

Haxmute Save, 4ToObl COXpaHUTbL HACTPOWKM.
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8.5.6 ERPS (MpoTokon ERPS)

ERPS — cneuuwanbHbll NpOTOKON ANSA 3aluTbl KOMMyTatopa OT CeTeBbIX
netens NpU  UCMNOMb30OBaHMM B  KOMbUeBOW  Tonosiormn.  Bpewms
BOCCTAHOBSEHUS TOMOSIOMMM NPU UCNONb30BaHMM 3TOro NpoTokona < 50ms.

lpumeyvaHrue: lNeped unonb3osaHuem ERPS Heobxodumo omknrovyums STP
Ha ropmax, mak Kak OHU S18/ISIF0mMCs 83aUMOUCKITHOYaoWUMU.

Pasgen ¢ HacTponkamu ERPS HaxoauTcsa no agpecy:

Advanced Configure > ERPS

Pinformation & Status Ethernet Rapid Ring Protection Switching

PNetwork Admin

Delete [ Ring ID [ East Port [ West Port | Ring Type | d Node [ Major RRing ID | Alarm
G O 1 1 2 Major No 1
PPoE Delete 2 1 1 Sub v O .
¥ Advanced Configure
< MAC Table Add Nev Ring Group (Save] [Reset ]
= VLANs
»Portisolation
= Loop Protection
»Spanning Tree
* MEP
‘\ =ERPS
“S1GUP Snooping
Ring ID NaenTtugmkatop ERPS Ring
East Port Homep nopTa, koTopblit yyacTyeT B Ring Protection
West Port Howmep fpyroro nopta, koTopblid y4acTeyeT B Ring
Protection

HocTyneH BbIGOp

Ring Type Major Ring — OCHOBHOE KOnbLIO

Sub Ring — BcnomoraTtenbHoe KornbLo

Mo ymonyaHuto Tmn konbua — Major Ring.
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Intercorrected | B rononorum «mynbTuKonbLO», Intercorrected Node — 310
Node y3en coeauHsaoLLmn 2 unu 6onee Konet.

B Tononoruu «ogHo konbuo», Major Ring ID umeet Toxe

Major Ring ID camoe 3HayeHue, 4yTo 1 Ring ID.

B Tononormn «MynbTUKONbLO», CYGKOMbLIO UMEET TOT Xe
TMn, Yto M Major Ring ID

R-APS VLAN
(1-4094) Mone onpegenset VLAN ana R-APS VLAN’oB.

Haxmute Save, 4ToGbl COXpaHUTL HACTPOWKM.

Mocne HaxaTtua Ha Homep nop nonem «Ring ID» OTKpbiBaeTcA cTpaHuua
WEB uHTepdelica, Kak Ha PUCYHKE HWNXe:

Pintormation & Status Rapid Ring Configuration 1 Auto-refresh [] [Refrezh |
::;w:n::" Instance Data
YpoE [Ring ID | East Port | West Port | East Port SF MEP | West Port SF MEP | East Port APS MEP | West Port APS MEP | Ring Type
. L1 1 2 1 2 1 2 Major Ring |
‘Advanced Configure
:tt‘j:m Instance Configuration
»Port Isolation l I mw‘kw R ) Time l l m
atoop [ Imn v “ VLAN Config |
»Spanning Tree
«MEP RPL Configuration
#ERPS
PGP Snooping [ RPLRole | RPLPort | Clear |
LLDP | one. v [Hone @ 0O |
¥ Security Configure
»QoS Configure Instance State
P Diagnostics East Port West Port = East Port | West Port
e M [ pon | pon | e | Receive | Receie | i | SOLT | e | ook | Best | L%
Protected SF oK SF BPRO 0 Blocked Unblocked
[Save] [Rezet
. HaxmuTe Ha Bbinagatolee MeHo, YToObl BbiIbpaTh Bpems
WTR (Wait to Agioll} pare Bp
. [0 BoccTaHoBneHust R-APS.
restore) Time
(1-12) JocTynHbl AnanasoH 3HayeHun 1-12 muH. Mo ymonyaHuio
— 1 MUH.
Revertive OTmeTbTe Yekboke, 4ToObI 3agaTh cTaTyc Revertive ona R-
APS
VLAN Config | Mocne Haxatua Ha VLAN Config, 310 npusesieT Ha
ctpaHuuy Rapid Ring VLAN Configuration
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Haxmute Ha BbinagaroLiee MeHto, YToObl BbIGpaTh porb:
RPL Role None — 6e3 ponm
RPL Owner — Bnageney RPL

RPL Neighbor — «cocea» RPL

HaxmuTe Ha Bbinagatowee MeHto, YToGbl BbIGpaTh TUM
nopta

RPL Port None — He BbIbpaHo

East port

West port

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.

Mocne HaxaTtna Ha VLAN Config oTkpbiBaeTcsa ctpanmua WEB nHTepdenca
HacTponku Rapid Ring VLAN, kak Ha pUCYHKe HuXe:

» 22 = >
nformation & Stshe Rapid Ring VLAN Configuration 1
»Network Admin
Delete LVLAN ID
»Port Configure o -
»PoE
¥ Advanced Configure [ Add New Entry ] [Back]
= MAC Table

i

Haxmute Add New Entry, 4tobbl 4O6aBUTE HOBYIO 3anuUChb.
HaxmunTe Save, 4ToGbl COXPaHUTb HACTPOWKM.

42



8.5.7 LLDP (HacTtpoika npoTtokona LLDP)

Link Layer Discovery Protocol (LLDP) — npoTokon KaHarbHOro
YPOBHS, MO3BONSIOLLMI ceTeBOMy obopyaoBaHuio onoseLlatb
obopynosaHue, paboTaroLlee B NloKanbHOM CeTn, O CBOEM CyLLECTBOBaAHUN U
nepegaBaTb €My CBOM XapaKTEpUCTUKW, a Takke mnonyyatb OT Hero
aHanornyHble ceegeHusd. OnucaHve nNpoTokona MpPUMBOAUTCA B CTaHAapTe
IEEE 802.1AB.

HacTpowkn gaHHOro npoTokona HaxoAAaTCsa B cneayoleM pasgene
WEB uHTepdeinca kommyTaTtopa:

Advanced Configure > LLDP

» 9 o
fformation & Status LLDP Configuration
P Network Admin
LLDP Parameters
*Port Configure
PPoE Tx Interval | 30 seconds
¥ Advanced Configure Tx Hold 4 times
= MAC Table Tx Delay |2 seconds
*VLANS Tx Reinit |2 seconds
PPort Isolation
=Loop Protection LLDP Port Configuration
»Spanning Tree
=MEP Optional TLVs
«ERPS Port| Mode Port Descr | Sys Name | Sys Descr | Sys Capa | Mgmt Addr
MIGHMP Snooping o v = ] ]
«LLDP 1 Dizabled w = = ™ =) ¥
¥ Security Configure 2 Disabled v 2] 2] ! ® &)
»Qo$ Configure 3 Disabled v ™ 2 )
: 4 Disabled w ™ 2} 2]
Diagnostics 5§ |Disabled w ) ™ ™ 2] 2
» Maintenance 6 Disabled v = ™ =

B naHHOM none ecTb BO3MOXHOCTb HACTPOUTb TEKyLLne
LLDP HacTpouku ansa nopra:

LLDP TX interval
Parameters Tx Hold
Tx Delay
Tx Remit
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Mode

Bbi6op LLDP coobuieHnin ansa pexnma oTrnpaBki 1

npuema.
Tx Only
Rx Only
Enabled
Disabled

Optional TLVs

MNMone oTBevaroLLee 3a HaCTPOMKY MHpopmaLuun, KoTopas
BKItoveHa B TLV none ny6numkyembix COOBLLEHUN.

Port Descr
Sys Name
Sys Descr
Sys Capa

Mgmt Addr

HaxmuTe Save, 4To6bl COXpaHUTbL HAaCTPOWKM.

8.5.8 Loop Protection (3awmTa oT ceTeBbIX NeTenb)

OanHbin pasgen WEB uHTepdenca kommyTaTtopa npefoctaBnser AOCTyn K
HacTpoMKaMm 3alunTbl OT CETEBLIX NeTenb BO Bpemda broadcast nnm multicast

LTOpMa.

Advanced Configure > Loop Protection

YInformation & Status

Loop Protection Configuration

PNetwork Admin
»Port Configure g General Setfings
> Global Configuration
PoE - -
Enable Loop Protection | Disable v
¥ Advanced Configure Transmission Time 5 3
S Shutdown Time 180 secords
=VLANS
»Portisolation
e = ,
. Pi i E
Sl L Port | Enable n [Txm
»Spanning Tree - = o -
v v
.’:i:s 1 El Shutdown Port v Enable v
.
MGMP Snooping 2 Fl Shutdown Port and Log v Disable v
«LLDP O Log Only v ||Enable +
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Bkn/BbIKN 3aWMTbI OT CETEBLIX NETENb.

Global Transmission time — 3Ha4yeHne B cek, OTBeYaroLLee 3a
Configuration | MokasaTenk Loop Protection Interval Time

Shutdown Time — 3Ha4yeHune B Cek A5l HACTPOWMKM nopTa
Shutdown Time

Enable OtmeTbTe Yekboke, YTOBLI akTUBMpOBaThL Loop Protection
Ha nopre.

HewncTBre, npumeHsoLLeecs K NOpTy, Ha KOTOPOM
3ameyeHa ceTeBas neTns.

Shutdown port — oTkno4YeHne nopTta

Action
Shutdown port and log — oTknto4YeHre nopra un 3anucb B
XypHan
Log only — TONbKO 3anuncb B XypHan.
Tx Mode Bkn/Bbikn Pexnma nepegaum Tx

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.

8.6 QoS (Mpwuoputesauunsa Tpacumka)

Quality of Service (Q0S) — TexHOMNorMsi NpegoCTaBNEHNs Pa3nMYHbIM
Knaccam Tpadvka pasnuyHbIX MPUOpUTETOB B OBCIYXMBaHWN.

QoS nosBonseT 3agaBaTb  pas3nMYHble  YPOBHM  CETEBOrO
obcnyxuBaHus ons pasHbiX TUNOB Tpaduka, TakMX Kak MyrnbTUMEeOUAHbIN,
BMOEO, M npoune Tunbl. C nomolwbo QOS MOXHO MOHMXKATb NpUOPUTET
06paboTku Tpadumka, KOTOPbI HE SBSIETCS BaXXHbIM.
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8.6.1 QoS Port Classification (Knaccudmkaumsa nopToB ¢ NOMOLLbIO

QoS)

HacTpouTb pasHble Kknaccbl Ons MOPTOB MOXHO B crnefylolem
pasgene WEB mnHTepeinca kommyTaTopa:

QoS Configure > Port Classification

»Information & Status

QoS Ingress Port Classification

?Network Admin

Port | CoS | DPL | PCP | DEI | Address Mode
»Port Configure ‘

FUO <O ]| O Ml O vl | O v
»PoE 1 |0 (O&| (082 |1 |88 |Source v
» Advanced Configure 2 |1 % |1»| |1 v |0 |Destination w
» Security Configure 3 |2v| |[0v| |2+ |0 Source v
4 |3 v |0 |3+ |0s |Destination

'Y QoS Configure
= Port Classification 5 (488 |O68) (418 088 |Source 5
= Port Policing 6 |5~ (0| |5 % |0 |Source v
= Port Scheduler 7 |6~ |0~ |6+~ |0 Source v
= Port Shaping 8 [T~| 0a] [T |0 |Source v

Mone oTBevaeT knacc obcnyxmeaHua. [nanasoH ot 0 oo 7,
roe 0 (cambli HA3KUIA MpUOPUTET), a 7 (Camblii BbICOKWIA

CoS NPUOPUTET).
lNpumeyaHue: o ymonyaHuto 3HadyeHue CoS uamMeHsiemcsi
OuHamMu4ecKu.

DPL lMone otBevaeT 3a Drop Precedence Level

PCP MNone oTBevaet 3a 3Ha4veHne PCP. Bce nakeTsl
Knaccuduumpyrotcs Ha ocHose PCP.

DEI MNone orBevaet 3a 3HaveHve DEI no ymonyaxuto. Bee

nakeTbl KnaccuduumpyroTca Ha ocHose DEI.

Address Mode

IP/MAC pexunm

Haxmute Save, 4To6bl COXpaHUTbL HAaCTPOWKM.
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8.6.2 Port Policing (®yHKLMA orpaHUYeHUsi CKOPOCTM Ha nopTax)

[aHHasa doyHKUMa Haxoautca B cnegywowem pasgene WEB
WHTepgenca KommyTaTopa:

QoS Configure > Port Policing

> ' .
SR & QoS Ingress Port Policers

P Network Admin
Port | Enabled | Rate | Unit | Flow Control

»Port Configure
¥ m 500| | w O
»PoE 1 500 |kbps w
» Advanced Configure 2 ] 500 |Mbps ]
» Security Configure 3 500] |fps v
I ¥QoS$ Configure I 4 ] 500| |kfps v |
= Port Classification 5 O 500] |kbps v O
= Port Policing 6 ol 500| kbps w '

Enabled OTmeTbTe YekboKe, 4TOBbI akTUBMPOBAaTL MYHKLMIO Port

Policing gns nopta

3HaueHne no ymonyanuio 500. [lnanaszoH BO3MOXHbIX

Rate 3HadeHuit 100-1000000, ecnu B none Unit BbiGpaHo kbps
(K6ut/c) nnm fps (naketos B cek) n 1-3300, ecnu B none
Unit BeiGpaHo mbps (M6wut/c) nnu kfps (Teicad nakeTos/cek)

Unit 3Ha4veHune no ymondaHuto — kbps (Kéut/c)

Ecnu ynpasrneHue NoTOKOM BKITOYEHO M NOPT HAXOAUTCS B
Flow Control | takom pesxume, To OTNPaABSIOTCS NAKETHI «Nay3biy,
BMECTO 0TOpachIBaHNs NaKeToB.

HaxmuTe Save, 4ToObl COXpaHUTbL HACTPOWKM.
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8.6.3 Storm Control Configuration (HacTpoika 3awuTbl OT CETEBOro
wTopma)

[aHHaa dyHKuMs HaxoguTca B cnegywowem pasgene WEB
WMHTepdenca kKommyTaTopa:

QoS Configure > Storm Control

> i :

SORaSon & St Storm Control Configuration

»Network Admin [ I
Frame Type | Enable | Rate (pps)
»

ERHS oo Unicast O 1 v
»PoE Multicast 1024K v
» Advanced Configure Broadcast O 256K W
» Security Configure

¥QoS Configure
=Port Classification
=Pont Policing
= Port Scheduler
=Port Shaping

= QoS Control List

= Storm Control

KOMMYTaTOp nogaepXxmeaeT o 3 TMNOB NakeToB, KOTOpble
MOryT HECTU yrpo3dy B Buae CeTeBoro wropmMa:

Frame Type | Unicast
Unknown Multicast

Broadcast

Enable OTMeTbTe YekBOoKC, UTOGb! BKIHOUYUTL 3aLLUMTY OT CETEBOro
LiTOpMa

CkopocTb NponyckaHus nNakeToB B cek (pps). ocTynHble
3HaYeHus:

1,2, 4,8, 16, 32, 64, 128, 256, 512, 1K, 2K, 4K, 8K, 16K,
32K, 64K, 128K, 256K, 512K, 1024K.

Rate (pps)

Haxxmute Save, 4To6bl COXpaHUTb HACTPOMKM.
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8.7 Security Configure (HacTponkn 6e3onacHocTK)

8.7.1 Password (Maponb)

Maporb cUcTEMbl MOXHO NMOMEHSATb B AaHHOM pasgene WEB uHTepdeiica
KOMMyTaTopa:

Security Configure > Password

»information & Status System Password

» Network Admin

»Port Configure Old Password
New Password

PoE
Confirm New Password

» Advanced Configure

¥ Security Configure [m]
= SSH
s HTTPS

= Port Security Limit

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.

8.7.2 802.1X

CraHpapt IEEE 802.1X onpegensieT NpOTOKON KOHTPOns gocTyna u
ayTeHTMdVKauuM, KOTOPbIA OrpaHMyYMBaeT npaBa HeaBTOPWU30BaHHbIX
KOMMbIOTEPOB, MOAKITKOYEHHBIX K KOMMYTaTOpY.

CepBep ayTeHTUUKaLUMKM npoBepsieT Kaxabli KOMMboTep nepeq
TeM, Kak TOT CMOXeT BOCNONb30BaTbCA  CepBMUCaMW,  KOTOpble
npegocraBnsgetr emy kommyTtaTtop. [lo Tex mnop, noka KOMNbTEp He
ayTeHTUUUMPOBArCsl, OH MOXET UCMOoNb30BaTb TONbKO npoTokon EAPOL
(aHrn. extensible authentication protocol over LAN) u TOonbko nocne
yCMnewHon ayTeHTUdMKaunum Becb OCTanbHOM TpaduK CMOXeT MPOXOAuUTb
Yyepes TOT NOPT KOMMYTATopa, K KOTOPOMY MOAKMYEH AaHHbLIN KOMMbIOTEP.
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KommyTaTop nogaepvBaeT NPOTOKON KOHTPOMS AOCTyMna Ha OCHOBE
IEEE 802.1X. HacTtpomnkm Haxogatca B cneaywowem pasgene WEB
WHTepgenca KommyTaTopa:

Security Configure > 802.1X

YInformation & Status

Network Access Server Configuration

»Network Admin
System Configuration
»port Configure
»PoE Mode Disabled v
e . Reauthentication Enabled | []
— Reauthentication Period | seconds
¥ Security Configure EAPOL Timeout 30 Sacornds
. Passs::rd Aging Period [300 | seconds
' «HTTPS Hold Time 10 seconds
= Port Security Limit
Port Configuration
PACL
Port | Admin State | PortState | Restart
»DHCP T
HESMAC Source 1 |Force Authorized v Globally Disabled
Guard
2 |Force Authorized v Globally Disabled
PARP Inspection
N 3 |Force Authorized w Globally Disabled
4 |Force Authorized v Globally Disabled
B aTom none nonb3oBatens MoXeT BkN/Bbikn 802.1X unu
System MOBTOPHYIO ayTEHTUMMKALMIO, @ TAKKE HACTPOUTL Nepuos
Configuration | nogropHon ayteHTudukaumy, TaitmayT ans EAPOL,
nepuoa yctapeBaHua 1N BpeMa yaepxxaHua.
B BbinagatoLL,em MeHo MOXHO Bbl6paTb HaCTpOVIKVI ana
COCTOAHNA NOPTOB:
Port Force Authorized — yckopeHHast asTopusaums
Configuration | Force Unauthorized

802.1X — aBTOpM3auus Ha 6ase npoTtokona 802.1X

Mac Based Auth — aBTopusaums Ha 6ase MAC agpeca

Haxmute Save, 4ToObl COXpaHUTbL HACTPOWKM.
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8.7.3 DHCP Snooping (3awuTa oT aTak ¢ ucnosnb3oBaHuem DHCP)

8.7.3.1 About DHCP Snooping (OnucaHue cdyHkumn DHCP Snooping)

DHCP snooping — cyHKUuua komMyTaTtopa, npefHa3HavyeHHas ans
3aWwmnThl OT aTak ¢ ucnonb3oBaHveM npoTtokona DHCP. Hanpumep, ataku ¢
nogmeHon DHCP-cepsepa B cetn unu atakm DHCP starvation, kotopas
3actaBnsiet DHCP-cepBep BblgaTh BCe CyLLECTBYHLUME Ha cepBepe agpeca
310YMbILLIEHHMKY.

DHCP snooping perynupyet Tonbko coobweHns DHCP n He moxeT
NOBNUSATbL HanMpsAMyt0 Ha TpaduK Monb3oBaTenem unu gpyrne MpoTOKONbI.
HekoTopble (yHKUMM KOMMYTaATOpPOB, HE MMEKLWMe HEemnocpeaCcTBEHHOMO
oTHoweHusa kK DHCP, moryT BbINONHATL NPOBEPKM HA OCHOBaHUW Tabnuubl
npuesizok DHCP snooping (DHCP snooping binding database). B nx uncne:

v" Dynamic ARP Protection (Inspection) — npoBepka ARP-nakeToB,
HanpasneHHas Ha 6opbby ¢ ARP-spoofing,

v" IP Source Guard — BbINonHsAeT npoBepky |IP-agpeca otnpaButens B
IP-nakeTax, npegHa3Ha4veHHasa anst 6opebbl ¢ IP-spoofingom.

DHCP snooping no3sonser:

v/ 3aWuUTUTb KINWEeHTOB B CeTM OT MonydeHuss agpeca OT
HeaBTopu3soBaHHoro DHCP-cepsepa,

v/ perynupoBaTb kakue coobLieHnss npotokona DHCP otbpackiBaTb,
Kakue nepeHanpasnsTb U Ha Kakue nopTbl.

Onsi npaBunbHon padotel DHCP snooping, HeobxoanMo ykasaTb Kakue
nopTel KoMmyTatopa OyaoyT pgoBepeHHbiMM (trusted), a kakme — HeT
(untrusted, B fanbHenwWeM — HeHaOEXHbIMW):

v' HeHagéxHble (Untrusted) — nopTbl, K KOTOPbIM MOAKMHOYEHbI
KIMNEHTBI. DHCP-oTBETHI, npuxoadaiwme C 3TUX nopTos
oTOpacbiBalOTCA  KOMMyTatopoM. [ns  HeHagéXHbIX  MOpTOB
BbINOMHAETCH psig npoBepok coobuwennn DHCP n cosgaérca 6asa
AaHHbIx npusaskn DHCP (DHCP snooping binding database).
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v' [HosepeHHble (Trusted) —

nopTbl KOMMYTaATOpa, K KOTOPbIM

noakntoveH apyron kommytaTtop unu DHCP-cepsep. DHCP-nakeTsl,
norny4eHHble C AOBEPEHHBIX MOPTOB He OTOpackiBaloTCA.

8.7.3.2 DHCP Snooping Configure (HacTtponka DHCP Snooping)

Hactpoiikn dyHkumm DHCP Snooping Haxogatcs B Crieaylollem pasgerne
WEB wnHTepderica KommyTaTopa:

Security Configure > DHCP > Snooping Settings

¥Information & Status DHCP Snooping Configuration

P Network Admin

[ Snooping Mode | [Enabled ]|

»Port Configure
»PoE

» Advanced Configure

'Y Security Configure

= Password Port| Mode
= SSH 2 <> v
«HTTPS
= Port Security Limit
=802.1X
PACL

wDHCP
= Snooping
Setting

= Snooping Table
= Detailed

Statistics

PIP&MAC Source
Guard

Port Mode Configuration

Trusted
Untrusted w
Trusted w
Trusted v
VTrusted

Untrusted
Trusted «

Trusted v

W M N AW N -

Trusted

-
=3

Trusted

DHCP
Snooping HaxmunTe Ha BbiNagatoee MeHio, 4Tobel BkNn/Bbikn DHCP
Mode Snooping
Mone otobpaxaeT pexxum DHCP Snooping onst nopToB.:
Port Mode Trusted — noBepeHHbIE NOPTHI

Untrusted — HegoBepeHHble NOPThI

Mogpo6Hee B nyHkTe 8.8.3.1 About DHCP Snooping

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.
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8.7.4 IP&MAC Source Guard

dyHKUMA  KOMMYyTaTopa, KoTopasi orpaHuymBaeT |P-Tpaduk Ha
uHTepdencax 2ro ypoBHsi, unbTpys TpaduK Ha OCHOBaHUKM Tabnuubl
npmBa3ok DHCP snooping M cTaTU4eckux COOTBETCTBUN. DyHKLMSA
ucnonb3yetcs ans 6opbbbl ¢ IP-spoofingom.

8.7.4.1 Port Configuration (Hactponka IP&MAC Source Guard ans
nopToB)

Hactpoutb dyHkumio IP&MAC Source Guard pgns noptoB MOXHO B
cnegywouwem pasgene WEB mnHTepderica kommyTaTopa:

Security Configure > IP & MAC Source Guard > Configuration

> ; :
N IP Source Guard Configuration

»Network Admin

Disabled v
»Port Configure
»PoE [ Translate dynamic to static
» Advanced Configure
¥ Security Configure
= Password Port Mode Configuration
= SSH
=HTTPS Port| Mode | Max Dynamic Clients
= Port Security Limit = 9l <> P,
Tihels 1 |Disabled v| Unlinited v
PACL
2 |Disabled v | Unlimited v
PDHCP =
3 |Disabled v || Unlimited v
vIPEMAC Source 4 |Disabled v Unlimited v
Guard
- 5 Disabled + | Unlimited v
= Configuration
« Static Table 6 Disabled v | Unlimited v
»ARP Inspection 7 Disabled v | Unlimited v

Global Mode | Haxmute Ha Bbinagatoliee MeHI, YTOObI BKI/BbIKI
dyHkumio IP&MAC Source Guard rmobansHo.

Port Mode HaxmunTe Ha BbinaaatoLee MeHio, YTobbl BKI/BbIKN
dyHkumio IP&MAC Source Guard ansi BeibpaHHOro nopra.
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Max Dynamic
Clients

HaxxmuTe Ha Bbinagatollee MeHo, YToObl BbibpaTb
MaKcuMmMmarnbHOe KONMMYeCTBO AMHAMUYECKNX KIMNEHTOB.
HocTynHble 3HaveHus: Unlimited, 0, 1, 2.

Haxmute Save, 4ToGbl COXpaHUTb HACTPOWKM.

8.7.4.2 Static Table (Tabnuua cTaTu4ecKux COOTBETCTBUMN)

Ha paHnHOM cTpaHuue WEB wuHTepdenca kommyTtatopa ecTb
BO3MOXHOCTb BPY4YHYIO HAacTpouTb Tabnumuy cTaTuieckux COOTBETCTBUIA ONSA
dyHKunn IP&MAC Source Guard. Bce HacTponkm 4oCTynHbI 34€ecCh:

Security Configure > IP&MAC Source Guard > Static Table

»Information & Status
»Network Admin
»Port Configure

»PoE

¥ Advanced Configure

—
= (Eze) (Feaet]

= Password
= SSH
sHTTPS
= Port Security Limit
=802.1X
PACL

PDHCP
wIP&MAC Source
Guard
= Configuration

= Static Table

PARP Inspection

Static IP Source Guard Table

Delete | Port [VLANID| IPAddress | MAC address
[ Delete I 1w

T

Port HaxmuTe Ha Bbinagatowee MeHIo, YToGbl BbIGpaTk NOpPT
VLAN HaxmuTte Ha BbinagatoLee MeHto, 4Tobbl BbiGpaTh VLAN
1D
IP Address Mone c IP agpecom
MAC Address | Mone ¢ MAC agpecom

HaxmuTte Save, YToGbl COXpaHUTL HACTPOWKM.
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8.7.5 ARP Inspection (MpoBepka ARP nakeToB)

dyHKUMA KOMMYTaTopa, nNpeAHasHayeHHas ANng 3aluTbl OT aTak C
ucnonb3oBaHnem npotokona ARP. Hanpumep, atakm ARP-spoofing,
Nno3BoMsoWEN nepexeBaTbiBaTb TpadvKk Mexay y3namu, KOTopble
pacnonoXxeHbl B Npegenax O4HOro LMPOKOBeLLaTeNbHOro JOMeHa.

Dynamic ARP Inspection (Protection) perynupyetr ToOnbko
coobueHuss npotokona ARP 1 He MOXET MOBMMATb HanpsiMyto Ha Tpaduk
nonb3oBaTenen unn apyrme NpoToKorbl.

8.7.5.1 Port Configuration (Hactporka ARP Inspection gns noptoB)

Monb3oBaTtenb MmoxeT HacTpouTb ARP Inspection Ana KOHKpPEeTHOro nopTa Ha
aToun cTpaHuue WEB nHTepdenca kommyTaTopa:

Security Configure > ARP Inspection > Port Configuration

» i " .
information & Status ARP Inspection Configuration
» Network Admin
[ Mode | Disabled v
»Port Configure
»PoE [ Translate dynamic to static ]
» Advanced Configure
¥ Security Configure
= Password Port Mode Configuration
= SSH
*HTTPS Port| Mode [ Check VLAN | Log Type
= Port Security Limit * o a3 [ o O &
:igi1x 1 Disabled vj Disabled w None
2 Disabled | |Disabled v |None v
i 3 |Disabled :: Disabled v | None
’gf:::o Source 4 |Disabled v| |Disabled v| |None v
5 Disabled | |Disabled v None
ARP Inspection )
= . np 6 Disabled & |Disabled v | None v
=Po 4
Configuration 7 Disabled v | |Disabled v| |None v
=VLAN 8 Disabled v Disabled » None v
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Global Mode

HaxmuTe Ha BbinagatoLwee MeHto, YToobl BKM/Bbikn ARP
Inspection rmobanksHo.

Port Mode

HaxmuTe Ha Bbinagatowee MeHto, YToobl BKM/Bbikn ARP
Inspection onsi nopToB.

Check VLAN

Ecnun Heobxoammo Brntountb ARP Inspection ansa VLAN,
akTnBmpymnTe (enable) goyHKUMIO B BbiNagaoweM MeEHH0
«Check VLAN». 3Ha4yeHMe No yMOM4YaHU0 — OTKITHOYEHO
(disable).

Log Type

None — xypHan ARP Inspection He BegeTcs.

Permit — x)ypHan BegeTcsa Ans paspeLleHHbIX 3anuncen.

ALL — xXypHan BegeTcs 4nsi BCeX TUNOB 3anucen.

Deny — xypHan Begetcs Anga 3abnoKMpoBaHHbIX 3anncen.

Haxmute Save, YToGbl COXpaHUTL HACTPOMKM.

8.7.5.2 VLAN

Configuration (Hactpomnka ARP Inspection gnsa VLAN)

Hactpoiikn ARP Inspection ana VLAN HaxogaTcsi B Crieaylowem
pasgene WEB nHTepdeinca kommyTaTopa:

Security Configure > ARP Inspection > VLAN Configuration

Fohriion & St VLAN Mode Configuration

»Network Admin

»Port Configure Start from VLAN |1 with |20 | entries per page
»PoE Delete | VLANID | Log Type

» Advanced Configure [ Delete ] 1| |None v

= 7
Security Configure 334 Tew Entry

= Password

g

= Port Security Limit
=802.1X
PACL

PDHCP

MIP&MAC Source
Guard

wARP Inspection

=Port
Configuration

= VLAN
Configuration

= Static Table
= Dynamic Table
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VLAN ID Oto6paxaeT VLAN ID ans Tekywen VLAN

None — xypHan ARP Inspection He BegeTcs.

Log Type Deny — xypHan BegeTca ongd 366J'IOKI/IpOBaHHbIX 3anumcen.

Permit — )ypHan BedeTcs Ans paspeLleHHbIX 3anvcei.

ALL — XypHan Begetca Ans Bcex TUNoB 3anncen.

Haxmute Save, 4ToObl COXpaHUTbL HACTPOWKM.

8.7.5.3 Static Table (Tabnuua cootBeTcTBMI ANA ARP Inspection)

Monb3oBaTenb MOXET CaMOCTOSTENbHO HacTpouTb  Tabnuuy
cootBeTcTBMN Ana  ARP Inspection. CooTBeTCTByOLWIME  HaCTPOWKK
HaxogaTcsa B cnegyowem pasgene WEB nHTepdeinca kommyTtaTtopa:

Security Configure > ARP Inspection > Static Table

Yinformation & Status Static ARP Inspection Table

¥ Network Admin
Delete | Port ] VLAN ID | MAC Address l IP Address
»Port Configure [ Delete ] |1
elete v
»PoE
» Advanced Configure
¥ Security Configure
Save | | Reset
S (Save] (Reset |
= SSH
s HTTPS

= Port Security Limit
=802.1X
PACL

PDHCP

PIP&MAC Source
Guard

wARP Inspection

=Port
Configuration

= VLAN

Configuration
= Static Table

=Dynamic Table
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Port HaxmuTte Ha BbinagatoLlee MeHIo, YToGbl BbIGpaTh NOpT

VLAN Bbibepute VLAN ID ansa HacTpamBaemon VLAN

IP Address Ykaxute IP agpec

MAC Address | ykaxute MAC agpec

Haxmute Save, 4ToGbl COXpaHUTL HACTPOWKM.

8.7.6 ACL (MpaBuna KOHTpOns A0CTyna)

Access Control List nnmm ACL — cnucok ynpaBneHuss OOCTYNoM,
KOTOPbIN onpefenseTr, KTO UM 4To MOXET Monyyatb OOCTyn K OObekTy
(nporpamme, npoueccy unu canny), n Kakme MMEHHO onepauuy paspeLLeHo
UNn  3anpelleHo  BbIMOMHATL  CybbekTy  (nonb3oBaTento,  rpymnne
nonb3oBaTtenen).

8.7.6.1 ACL Port Configure (Hactponka ACL ans noptoB)

HacTtpovkn npasun koHTpons pgoctyna (ACL) Haxogsarca B
COOTBETCTBYIOLLIEM pa3fene:

Security Configure > ACL > Ports

Yinformation & Status ACL Ports Configuration [(Refresh ] [Clear ]
P Network Admin
Yo Port | Policy ID| Action [ Rate Limiter ID [ Port Redirect | Mirror | Logging | | State [ Counter
S oo T ~
YPoE 8 0 > v © v :o:ll & v O CNE v O v
ort 2 ¥
»Advanced Configure Port 1 A
e | 1 0] [Pernit v Disabled | [Port 2 Disabled | [Disabled | [Disabled w| [Ensbled v 0
| ™ security Configure Port 3
*Password [D3ssb1ca PN
~88H 2 0 Pernit v Disabled w| [Port I Disabled | |Disabled | (Disabled w|  Ensbled w| 247562
Ry Port 2w
=Port Security Limit Disablod PN
: 3 0] [Pernit v Disabled | |Port I Disabled v| |Disabled | |Disabled w|  Ensbled v 0
#802.1% Port 2w
wA
ST Dizablod PN
[+Ports 4 0 Pemnit v Disabled v| [Port | Disabled w| |Disabled v| |Disabled w| |Ensbled w 0
«Rate Limiters Port 2w
= Access Control Dizab103 P8
List 5 0| [Pernit v Disabled ¥  |Port 1 Disabled w| |Disabled v| (Dizabled w| |Ensbled v 0
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Permit — paspeluaeT BbIOpaHHOMY NOPTY NponyckaTb
AaHHble

Action
Deny — 3anpelyaeT BbIGpaHHOMY MOpTY NponyckaThb
AaHHble
Rate ILDimiter OrpaHnunTEnNb NPOMYCKHON CNOCOBHOCTM NOPTOB.

HacTtpoiiku HaxogaTca B COOTBETCTBYIOLLEM pasaene.

Port Redirect

Bbibop nopTa, nakeTbl ¢ KOTOpOro OyayT nepeHanpasBneHbl.
3Ha4veHue no ymondanuio — Disabled (oTknoyeHo)

Mirror

Mone onpegendeT napamMeTpbl 3epKaninpoBaHnA Ha
HacTpamBaeMoM nopTe. ,D,OCTyI'IHbIe 3Ha4YeHnA

Enabled — BkntoyeHo
Disabled — oTkntoyeHo

3HaveHne no ymon4danuto — Disabled

Logging

BkntoyeHue/BbIkNIOYEHNE BEOEHUS XypHana 3anucen

Shut Down

Enabled — ecnu nakeTbl 6yayT nonyyeHbl Ha 3TOM MopTe,
nopT 6yaeT BbIKITHOYEH.

Disabled — nopT He ByaeT BbIKMOYEH NPY NONY4YEHUN
NnakeToB.

3HayeHwue no ymonyaxuio — Disabled.

lpumeyarue: daHHas pyHKUus pabomaem, MosbKO ecnu
pasmep nakema meHbwe 1518 (6e3 VLAN maszos)

State

Enabled — ans oTKpbITMA NOPTa MCNONbB3YHOTCA Npasuna
ACL 3apaHHble nornb3oBaTenemM

Disabled — onsa 3akpblTna nopta UCNonb3yTCA nNpasuna
ACL 3agaHHble nonb3oBaTenem

3HayeHune no ymonyaHuio — Enabled

Counter

KonnyectBo nakeToB yOoBneTBOpALLMX 3aaHHbIM
npasunam

Haxxmute Save, 4To6bl COXpaHUTbL HAaCTPOWKM.
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8.7.6.2 Rate Limiter Configuration (HacTpoinka orpaHuumnTens
NPONYCKHOM CMNOCOBHOCTN NOPTOB)

Monb3oBaTenb MoOXeT HacTpouTb npasuna ACL anga orpaHuynTens
NPOMYCKHOM CNocoBHOCTM AN NOPTOB B COOTBETCTBYOLWEM pa3gene WEB

WHTepdenca kKommyTaTopa:

Security Configure > ACL > Rate Limiter

YInformation & Status
»Network Admin
?Port Configure

»PoE

» Advanced Configure

¥ Security Configure

= Password
= SSH
«HTTPS
= Port Security Limit
= 802.1X
= Ports
= Rate Limiters I
= Access Control
List
PDHCP

ACL Rate Limiter Configuration

Rate Limiter ID [

| Unit

W 0O ~N OO O & W N =

b i e
w N e O

Haxmute Save, 4ToObl COXpaHUTbL HACTPOWIKK.
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|
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|
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|
I
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l

l PPS
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v

| pps

‘[Vpps v

60



8.7.6.3 Access Control List Configuration (Hactpowka ACL)

Monb3oBaTtenb MoxeT rMbko HacTpoutb ACL B coOTBETCTBYIOLLEM pa3gene
WEB wnHTepderica kKommyTaTopa:

Security Configure > ACL > Access Control List

ERNE S e Access Control List Configuration Auto-refresh [[] [[Refresh ] [Clear ] [ Remove Al1 |

ACE [ Ingress Port | Policy / Bitmask [ Frame Type | Action | Rate Limiter | Port Redirect | Mirror | Counter |
[

Network Admin

*Port Configure

*PoE

*Advanced Configure

¥ Security Configure

“Password
-SSH
HTTPS
«Port Security Limit
=802
wACL
«Poris
«Rate Limiters

YTto6bl 406aBUTb N MBMEHUTL 3aMUCb HAXXMUTE KHOMKY «+»

8.8 Diaghostics (MHCTPYMEHTbI AMAarHOCTUKN U MOHUTOPUHra)

8.8.1 Ping Test (TectupoBaHue coeanHus ¢ nomoubio PING)

PING aT0 HeGonbLOi MOAYNb, KOTOPLIN B3aumogencteyet ¢ ECHO
naketamu ot IP agpeca, KOTOpbIA NPUHAANEXUT yaaneHHOMY YCTPOUCTBY.

[aHHbI MHCTPYMEHT HaxoguTcs B COOTBETCTBYyWLWEeM pasgene WEB
uHTepdenca KommyTartopa:

Diagnostics > Ping
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»information & Status ICMP Ping

»Network Admin ,
Fat O IP Address 10.0.0.0
ort Configure -
- Ping Length |56
YPok Ping Count |5
» Advanced Configure Ping Interval |1
¥ Security Configure
ar
»QoS Configure
¥ Diagnostics

= Cable Diagnostics
= CPU Load

IP Address

IP agpec yganeHHoro agpecara, KOTopblili Heob6xoaumo
npoBepuTbL

Ping Length | Yycno ot 1 go 1452. 3HaueHme no ymonyaxmio — 56
Ping Count | KonnmyecTeo otnpaensiemMbix PING 3anpocos. OT 1 A0 60.
Ping Interval | 1yrepean mexay otnpaskoit PING 3anpocos.

Haxmute KHOMKY «Start», 4YTOObI NpUCTYNnUTb K TECTUPOBAHUKO C NOMOLLbIO

Ping
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8.8.2 Cable Diagnostics (IlMpoBepka kabens)
OnarHocTvka kabens [OCTynHa TOMbKO ANs MeAdHblX kabenew,
coBmecTuMbIX ¢ 10/100/1000BaseT. NHCTpyMeEHT MO3BONSET OnpenenvTb

AONMNHY kabens n ero cocTtosiHue.

Diagnostics > Cable Diagnostics

Minformation & Status VeriPHY Cable Diagnostics
¥ Network Admin
o[ ]

»Port Configure

o

¥ Advanced Configure

» Security Configure

QoS Configure Cable Status

Port [ Pair A [ Length A | Pair B | Length B [ Pair C [ Length C [ Pair D | Length D

Disonscs 1 Open 0 Open 0 Open 0 Open 0
=500 2 0K 6 0K s 0 - 0
3  Open 0 Open 0 Open 0 Open 0
= e 4 Open 0 Open 0 Open 0 Open 0

HaxxmuTe kHomnky «Start», 4ToBbl IPUCTYNNUTL K ANArHOCTUKE.

8.8.3 CPU Load (3arpyska CPU kommyTaTopa)

Ha paHHon ctpaHuue WEB uHTepdenca Haxogutes rpadumk 3arpysku CPU
KOMMYyTaTtopa B pearibHbli MOMEHT BPEMEHM.

Diagnostics > CPU Load

CPU Load Refresh

100ms 0° Isec 0% 10sec 0% (all numbers running average)
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8.9 Maintenance (O6cnyxusaHue)

8.9.1 Restart Device (Mepe3arpy3ka kommyTaTopa)

Ha paHHon cTpaHumue WEB wuHTepdenca HaxoauTcss WHCTPYMEHT Aand

yOaneHHoW nepesarpyskv KommyTaTopa.

Maintenance > Restart Device

¥ i x
Information & Status Restart Device

¥ Network Admin

¥ Advanced Configure
* Security Configure
QoS Configure

¥ Diagnostics

= Restart Device

= Factory Defaults
=Firmware Upgrade
=Firmware Select
»Configuration

Yes — nepesarpyska kommyTaTopa

8.9.2 Factory Defaults (Bo3BpaT k 3aBOACKMM HacTpPOWKaMm)

}Port Configure
5 Are you sure you want to perform a Restart?
PoE

Ha paHHoOM cTpaHuue WEB wuHTepdenca HaxoauTCa WHCTPYMEHT Arnis

BO3BpaTa KOoMMyTaTopa K 3aBOA4CKNM HaCTpOVIKaM.

Maintenance > Factory Defaults

Yinformation & Status Factory Defaults
»Network Admin

»Port Configure

Are you sure you want to reset the configuration to

YPoE Factory Defaults?

¥ Advanced Configure
» Security Configure
QoS Configure

» Diagnostics

=Restart Device

=Factory Defaults

=Firmware Upgrade
= Firmware Select
»Configuration

Yes — c6poc HacTpoeK KOMMyTaTopa K 3aBOACKUM.
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8.9.3 Firmware Upgrade (O6HOBRNeHMe NpoLUMBKN)

Ha panHon ctpaHnue WEB wuHTepdbeinca Haxogutcs MHCTPYMEHT
AN 0GHOBMEHUSI NPOLUMBKN KOMMYTaTopa.

Maintenance > Firmware Upgrade

YInformation & Status Software Upload
»Network Admin

Browse Upload

»Port Configure

YPoE

» Advanced Configure
¥ Security Configure
»Qos Configure

»Diagnostics
= Restart Device
= Factory Defaults
| = Firmware Upgrade |
= Firmware Select
Haxmute Browse, Bbibepute hann ¢ npowwmskon. Haxxmute Upload, 4tobbl
3arpy3uTb NPOLUNBKY B KOMMYTaToOp.

8.9.4 Firmware Select (Bbl6bop TeKyLen NpoLnBKM KOMMyTaTopa)

KommyTaTop nosBonsieT BbiGpaTe OAMH U3 2X 06pa30oB TeKyLLeih MpOLLMBKM
KOMMyTaTopa

Maintenance > Firmware Select

Ons Bbibopa anbTepHaTMBHOM MPOLUMBKM HaXMWUTE KHOMKY «Activate
Alternate Image»
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YInformation & Status
»Network Admin
»Port Configure

»PoE

¥ Advanced Configure
» Security Configure
QoS Configure

Y Diagnostics

¥ Maintenance

= Restart Device
= Factory Defaults

= Firmware Upgrade
= Firmware Select

»Configuration

Software Image Selection
Active Image

Image  managed

Version 24GF-4G (standalone) V1.1-ONV-20150401
Date 2015-07-15T14:55:28+08:00

Alternate Image

Image  managed bk

Version 24GF-4G (standalone) V1.1-ONV-20150401
Date 2015-06-11T21:44:05+08:00
[ Activate Alternate Image H Cancel ]

8.9.5 Configuration (Tekywasa koHdurypauus)

B paHHOM paspgene copepXatCcsa MHCTPYMEHTbI AN COXPaHEHUst 1
3arpysku anna c Tekylien kodurypaumen kKommyTtaTopa

8.9.5.1 Download (CoxpaHeHue channa c TeKkyllien KoHdurypaumen

KOMMyTaTopa)

Maintenance > Configuration > Download

YInformation & Status
»Network Admin
»Port Configure

»PoE

¥ Advanced Configure
» Security Configure

¥ QoS Configure

Y Diagnostics

=Restart Device

= Factory Defaults

= Firmware Upgrade
= Firmware Select

wConfiguration

=Download

Download Configuration

Select configuration file to save

Please note: running-config may take a while to prepare for download

File Name

O running-config

O default-config

[ Download C

onfiguration ]
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BeiGepute davin ¢ Tekywen koHdwurypaumen (running config) unm
KOHdurypauuen no ymonyanuio (default config), a 3aTem HaxmuTe KHOMKY

«Download Configuration»

8.9.5.2 Upload Configuration (3arpy3ka cpanna c koHcdurypaumemn)

Maintenance > Configuration > Upload

Yinformation & Status
»Network Admin
»Port Configure

»PoE

» Advanced Configure
» Security Configure
»QoS Configure
?Diagnostics

¥ Maintenance

= Restart Device
= Factory Defaults

= Firmware Upgrade

= Firmware Select
[ wConfiguration

= Download

Upload Configuration

File To Upload

Browse

Destination File

[ File Name | Parameters |

[ Upload Configuration ]

Haxmute KHOMKy «Browse», 4toObl BbiOpaTh ¢hann ¢ koHdurypauven ans
kommyTaTtopa. Haxmute kHonky «Upload Configuration», 4tobbl 3arpy3auntb
dann ¢ KoHduUrypaumemn B KOMMyTaTop.
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8.9.5.3 Activate Configuration (AktuBaumusa danna ¢ KoHcurypaumen)

Maintenance > Configuration > Activate

intormation & Status Activate Configuration

¥ Network Admin
Select configuration file to activate The previous configuration will be completely replaced. potentially leading to loss of management connectivity

*Port Configure

»PoE Please note: The activated configuration file will not be saved to startup-config automatically.
rrownceacosgus | [ Fi R )

¥ Security Configure O default-config

4

P

¥ Diagnostics

=Restart Device

= Faclory Defaults

= Firmware Upgrade

=Firmware Select

~Configuration
=Daownload

=Upload

sDelele

Ona aktMBauumn Haxkmute KHonky «Activate Configuration»

8.9.5.4 Delete Configuration File (YaaneHue cdanna c kocdurypauven)

Maintenance > Configuration > Delete

Yinformation & Status Delete Configuration File

»Network Admin

»Port Configure
»PoE No files available for deletion

¥ Advanced Configure [ Delete Configuration File J

» Security Configure
¥ Qo$ Configure

» Diagnostics

¥ Maintenance

= Restart Device
= Factory Defaults
= Firmware Upgrade
= Firmware Select
= Download
= Upload
= Activate

Ona ynaneHua danna ¢ KoHgurypaumen n3 kKomMmyTaTopa HaXXMUTE KHOMKY
«Delete Configuration File»
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9. TexHU4YeCKne xapakTepucTukn*

Mopgenb

SW-70802/IL SW-70804/IL

O6Lee Kon-Bo NopToB

10 12

Kon-Bo noptoB FE

Kon-Bo noptoB FE

Kon-Bo noptoB GE

Kon-Bo noptoB GE
(He Combo nopTbl)

Kon-Bo noptoB Combo GE
(RJ45+SFP)

Kon-so noptoB SFP
(He Combo nopTbl)

2 x 1000 M6éuT/c 4 x 1000 MoéwuTt/c

BcTpoeHHbie onTuyeckue
nopThbl

Tononornm Nnoaknt4eHns

3Be3na, Kackag, KonbLo

Bydep naketos 4 Mb

Tabnuubl MAC-agpecoB 8K

MponyckHasa cnocobHOCTbL

KOMMYTaLIOHHON 20 M6ut/c 24 T6uT/c

maTpuupl (Switching
fabric)

CkopocTb 0b6CnyxmBaHus
naketoB (Forwarding rate)

1000Mbps port — 1,488,000 nakeTos/c
100Mbps port - 148,800 naketoB/c

Mogoepxka jumbo frame

9 Kb

CTaHﬂ,aprl 1 NPOTOKOJ1bI

o |[EEE 802.3 — 10BaseT

¢ |EEE 802.3u — 100BaseTX

o |EEE 802.3ab — 1000BaseT

¢ |[EEE 802.3z 1000 BaseSX/LX

¢ |[EEE 802.3x — Flow Control

o |[EEE 802.1Q — VLAN

o [EEE 802.1p — Class of Service

¢ |[EEE 802.1D — Spanning Tree

¢ |[EEE 802.1w — Rapid Spanning Tree
o [EEE 802.1s — Multiple Spanning Tree
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Mopgenb

SW-70802/IL |  SW-70804/IL

¢ |EEE 802.3ad — Link Aggregation Control
Protocol (LACP)

¢|[EEE 802.1AB — LLDP (Link Layer Discovery
Protocol)

¢ |[EEE 802.1X — Access Control

DYHKUNKN YPOBHSA 2

¢ |EEE 802.1D (STP)

¢|[EEE 802.1w (RSTP)

o |[EEE 802.1s (MSTP)

¢VLAN / VLAN Group 4K

e Tagged Based

¢ Port-based

¢ \oice VLAN

e Link Aggregation IEEE 802.3ad with LACP
¢ IGMP Snooping v1/v2/v3

¢ IGMP Static Multicast Addresses
e Storm Control

QoS 8 ouepepnen / nopt
¢ Management System User Name/Password
Protection
BesonacHocTb o [EEE 802.1x Port-based Access Control
oHTTP & SSL (Secure Web)
¢ SSH v2.0 (Secured Telnet Session)
e YnpasneHue vyepe3 Web-nHtepdeiic
YnpasneHue * CU
o Telnet
e SNMP
¢ PWR1,
e PWR?2,
WHaunkaTtopbl o SYS,
e Link
o SFP Link
Pene aBapuiHom
cuUrHanusauum )
MutaHne DC 12-55V
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Mogenb SW-70802/IL |  SW-70804/IL
OHepronoTpebneHne <15BTt

BcTpoeHHas rpo3osawmrta 6 kV

OxnaxpgeHue KoHBekUnoHHoe (6e3 BeHTUNsATOpPA)
Knacc 3awusl IP40

Pasmepbl (LLIXBXI') (mm) 53.5x165x123

Cnocob MoHTaxa Ha DIN-penky

Pabouas Temnepatypa -40...+75°C
[ononHuTtensHo -

* I'Ipovlaso,qmenb NMEET NPaBO U3MEHATb TEXHNYECKNE XapaKTEePUCTUKN n3genmsa n
KomMnnekTaumio 6e3 npensapuUTernbHOro ysegoMIneHus.

10. NapaHTHA

lapaHTMst Ha Bce obopygoBaHue OSNOVO — 60 mecsiueB ¢ gaTbl
npogaxm, 3a UCKMYEeHNeM akkyMynaTOpHbIX 6aTapen, rapaHTURHBLIN CPOK -
12 mecsues.

B TeueHune rapaHTUNHOIO cpoka BbINOMHAETCA 6ecnnaTHbIN PEMOHT,
BKITIOYas 3anyacTu, Uiy 3ameHa U3aenuin npu HEBO3MOXKHOCTM UX PEMOHTA.

MogpobHas MHpopMaums 06 YCNoBusix rapaHTUMHOro
06CnyXMBaHMA HAXOAUTCS Ha cakTe WWW.0SNovo.ru
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